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Progress and peril: the role of ICT companies in promoting 
and curtailing human rights

 
3UL\D�.XPDU���5HYDWL�3UDVDG2�	�1DWKDOLH�0DUpFKDO3

Abstract

The 2030 Agenda for Sustainable Development highlights the centrality of 
LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQV�WHFKQRORJ\��,&7��WR���VW�FHQWXU\�GHYHORSPHQW��
7RROV� OLNH� H�OHDUQLQJ�� ³VPDUW� LQIUDVWUXFWXUH�´� VHUYLFH� GHOLYHU\� GDWDEDVHV�� DQG�
mobile devices hold great potential to help meet the Sustainable Development 
*RDOV��6'*V��WKURXJK�SDUWQHUVKLSV�EHWZHHQ�QDWLRQDO�JRYHUQPHQWV�DQG�SULYDWH�
companies. Any strategy for the use of ICTs to promote human rights and 
development must acknowledge that private entities develop most ICTs. Such 
FRPSDQLHV�KHOS�SHRSOH�DFFHVV�LQIRUPDWLRQ��FRQGXFW�EXVLQHVV��DQG�FRQQHFW�ZLWK�
RWKHUV��EXW�WKHLU�UROH�DV�JDWHNHHSHUV�DOVR�PDNHV�WKHP�FKRNH�SRLQWV��SDUWLFXODUO\�
UHODWHG� WR� IUHHGRP�RI� H[SUHVVLRQ� DQG� SULYDF\��$OWKRXJK� ,&7� FRPSDQLHV� KDYH�
taken steps to provide greater insight about how their actions affect human 
ULJKWV�� IDU� PRUH� WUDQVSDUHQF\� LV� QHHGHG� KROG� WKHVH� FRPSDQLHV� WR� DFFRXQW�� ,I�
WKH� 6'*V� DUH� WR� ³UHDOL]H� KXPDQ� ULJKWV� IRU� DOO�´� LW� LV� LPSHUDWLYH� WKDW� ,&7� IRU�
GHYHORSPHQW��,&7�'��SURMHFWV�WDNH�VWHSV�WR�PLWLJDWH�WKH�ULVNV�WKDW�FRPH�IURP�
using ICTs. These technologies pose particular threats to privacy and freedom 
RI�H[SUHVVLRQ��ZKLFK�MHRSDUGL]HV�SHRSOH¶V�DELOLW\�WR�DGYRFDWH�IRU�KXPDQ�ULJKWV�
more broadly without fear of reprisal. This article outlines the human rights 
risks of increased use of ICTs and offers a framework for private sector and 
government actors to mitigate them. While acknowledging the real and potential 
EHQH¿WV�RI�LQFUHDVHG�,&7�XVH�LQ�DGYDQFLQJ�GHYHORSPHQW�DQG�KXPDQ�ULJKWV��WKH�
DUWLFOH�SURYLGHV�H[DPSOHV�RI�WKUHDWV�WR�KXPDQ�ULJKWV�WKDW�VWHP�IURP�WKH�SROLFLHV�
DQG�SUDFWLFHV� RI� ,&7� FRPSDQLHV�� ,W� FRQFOXGHV�ZLWK� VSHFL¿F� UHFRPPHQGDWLRQV�
IRU�FRPSDQLHV�DQG�JXLGDQFH�IRU�JRYHUQPHQWV�WKDW�VHHN�WR�LQÀXHQFH�WKH�SULYDWH�
VHFWRU�LQ�WKLV�UHJDUG��1RWDEO\��LW�FDOOV�IRU�JRYHUQPHQWV�DQG�GRQRUV�WR�H[HUFLVH�GXH�
diligence in evaluating companies’ commitment to human rights when choosing 
SULYDWH�VHFWRU�SDUWQHUV�IRU�,&7�'�SURMHFWV�

.H\ZRUGV: information and communications technology; human rights; freedom 
RI�H[SUHVVLRQ��SULYDF\��SULYDWH�VHFWRU�
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I. Introduction

The 2030 Agenda for Sustainable Development sets forth an ambitious plan 
to profoundly improve the lives of people around the world. By including an 
H[SOLFLW�FDOO�WR�³UHDOL]H�WKH�KXPDQ�ULJKWV�RI�DOO´��WKH�$JHQGD�IRUHJURXQGV�D�ULJKWV�
EDVHG�DSSURDFK�WR�GHYHORSPHQW��(DFK�RI�WKH����6XVWDLQDEOH�'HYHORSPHQW�*RDOV�
�6'*V��FRUUHVSRQGV�WR�KXPDQ�ULJKWV�HQVKULQHG�LQ�LQWHUQDWLRQDO�ODZ�DQG�WUHDWLHV��
)RU�LQVWDQFH��*RDO����WR�HQG�KXQJHU��¿QGV�LWV�KXPDQ�ULJKWV�FRXQWHUSDUW� LQ� WKH�
ULJKW� WR� DGHTXDWH� IRRG�� DQG�*RDO� ��� �WR� UHGXFH� LQHTXDOLW\�ZLWKLQ� DQG� DPRQJ�
FRXQWULHV��LQFOXGLQJ�SURPRWLQJ�VRFLDO��HFRQRPLF�DQG�SROLWLFDO�LQFOXVLRQ��GUDZV�
upon the right to equality and non-discrimination and the right to participate in 
public affairs.4

The 2030 Agenda highlights the centrality of information and communications 
technology (ICT) to serve as a catalyst in enacting this vision of development. 
*RDO����GLUHFWO\�UHIHUHQFHV�,&7¶V�DELOLW\�WR�RYHUFRPH�WKH�GLJLWDO�GLYLGH�DQG�VSXU�
NQRZOHGJH�HFRQRPLHV��2WKHU�JRDOV��LQFOXGLQJ�WKRVH�DLPHG�DW�HGXFDWLRQ��*RDO�����
JHQGHU�EDODQFH��*RDO����DQG�³VPDUW�LQIUDVWUXFWXUH´��*RDO�����DOVR�DFNQRZOHGJH�
,&7V��IURP�PRELOH�GHYLFHV�WR�H�OHDUQLQJ��DV�SRZHUIXO�WRROV�WR�KHOS�PHHW�WKH�6'*V��
1DWLRQDO�JRYHUQPHQWV�ZLOO�OHDG�WKH�LPSOHPHQWDWLRQ�RI�WKH�6'*V�LQ�SDUWQHUVKLS�
ZLWK�SULYDWH�HQWHUSULVH��LQGHHG��WKH������$JHQGD�FDOOV�XSRQ�WKH�SULYDWH�VHFWRU�WR�
support and amplify these efforts. 

The 2030 Agenda employs an instrumental view of ICTs and the private sector; 
WKH\� DUH� D�PHDQV� WR� WKH� HQG� RI� VXVWDLQDEOH� GHYHORSPHQW�� ,Q� WKLV� IRUPXODWLRQ��
EXVLQHVVHV�GULYH�HFRQRPLF�JURZWK��DQG�,&7V�DUH�WRROV�WR�DFFHOHUDWH�DQG�PDJQLI\�
reach and impact. The Agenda does consider the rights implications of the 
SULYDWH� VHFWRU� LQ� WHUPV� RI� ODERXU� DQG� HQYLURQPHQWDO� LPSDFW�� EXW� LW� GRHV� QRW�
take into account how technology companies themselves can secure or subvert 
SHRSOH¶V�KXPDQ�ULJKWV��VSHFL¿FDOO\�WKH�FULWLFDO�ULJKWV�WR�IUHHGRP�RI�H[SUHVVLRQ�
DQG�SULYDF\��7KH�H[HUFLVH�RI�WKHVH�WZR�ULJKWV�LV�WKH�FRUQHUVWRQH�RI�FLYLO�VRFLHW\��
ODFNLQJ� WKHP�� LQGLYLGXDOV�FDQQRW�DGYRFDWH� IRU� WKHLU�KXPDQ�ULJKWV� �RU� WKRVH�RI�
RWKHUV��ZLWKRXW�IHDU�RI�UHSULVDO��:KLOH�XQLYHUVDO��WKHVH�ULJKWV�DUH�QRW�DEVROXWH��
governments can and do balance these rights with other interests in accordance 
with international human rights law.5� +RZHYHU�� QRW� DOO� VXFK� OLPLWDWLRQV� DUH�
FRPSDWLEOH�ZLWK�KXPDQ�ULJKWV��DQG�WKLV�DUWLFOH�SURYLGHV�H[DPSOHV�RI�FDVHV�ZKHUH�
,&7�FRPSDQLHV�XQGXO\�YLRODWH�WKH�ULJKWV�WR�IUHH�H[SUHVVLRQ��SULYDF\��RU�ERWK��

This article focuses on the intersection of the ICT sector and human rights. It 
EHJLQV�E\�H[DPLQLQJ�WKH�FULWLFDO�UROH�WKDW�SROLFLHV�DQG�SUDFWLFHV�RI�,&7�FRPSDQLHV�
�� $�5(6������,,,��$�$UWLFOHV�����������
5 A detailed legal analysis of the limitations of these rights falls beyond the scope of this article. 
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SOD\�LQ�HLWKHU�DGYDQFLQJ�RU�KLQGHULQJ�KXPDQ�ULJKWV��ZKHWKHU�WKHVH�SROLFLHV�DQG�
practices were developed of a company’s own accord or in response to national 
laws. These companies have the greatest impact on the right to information and 
H[SUHVVLRQ��DV�DUWLFXODWHG�LQ�$UWLFOH����RI�WKH�8QLYHUVDO�'HFODUDWLRQ�RI�+XPDQ�
5LJKWV� �8'+5��� DQG�RQ� WKH� ULJKW� WR�SULYDF\�� DV�SUHVHQWHG� LQ�$UWLFOH�����7KLV�
DUWLFOH� SURYLGHV� H[DPSOHV� RI� KRZ� FRPSDQ\� DFWLRQV� FDQ� FXUWDLO�� UDWKHU� WKDQ�
UHVSHFW�� WKHVH� ULJKWV��%HFDXVH� WKLV�DFWLRQ�GLVSURSRUWLRQDWHO\�DIIHFWV�YXOQHUDEOH�
DQG�PDUJLQDOL]HG� SRSXODWLRQV�� WKLV� DUWLFOH� DOVR� DGGUHVVHV� WKH�8'+5¶V�$UWLFOH�
��� WKH� ULJKW� WR� HTXDOLW\� DQG� QRQ�GLVFULPLQDWLRQ�� DQG�$UWLFOH� ���� WKH� ULJKW� WR�
participate in public affairs. 

It then describes several norms-based frameworks to foster greater accountability 
DPRQJ�,&7�FRPSDQLHV� WR�UHVSHFW�KXPDQ�ULJKWV��7KH�UXOH�RI� ODZ�LV��RI�FRXUVH��
DQ�HVVHQWLDO�FRPSRQHQW�RI�KXPDQ�ULJKWV�SURPRWLRQ��\HW�LW�LV�RIWHQ�LQVXI¿FLHQW��
7KLV�LV�SDUWLFXODUO\�WUXH�LQ�WKH�,&7�VHFWRU��ZKHUH�WHFKQRORJ\�DQG�SUDFWLFH�WHQG�WR�
PRYH�IDVWHU�WKDQ�WKH�ODZ��0RUHRYHU��VPDOOHU�DQG�OHVV�GHYHORSHG�FRXQWULHV�RIWHQ�
struggle to enforce laws that aim to regulate wealthy and powerful multinational 
FRUSRUDWLRQV�� DQG� DOO� WRR� IUHTXHQWO\� ODZV� GLUHFWO\� FRPSHO� ,&7� FRPSDQLHV� WR�
violate or facilitate the violation of human rights.� The last section of this 
article offers recommendations for companies and for governments who seek 
to push companies to better respect their users’ human rights. The conclusion 
FRQQHFWV�WKHVH�UHFRPPHQGDWLRQV�GLUHFWO\�WR�WKH�6'*V�

II. How ICT Companies Can Put Human Rights at Risk

,Q�-XQH������� WKH�81�+XPDQ�5LJKWV�&RXQFLO�UHFRJQL]HG�WKH�JOREDO�DQG�RSHQ�
,QWHUQHW� DV� D� GULYLQJ� IRUFH� WRZDUGV� GHYHORSPHQW� DQG� DVVHUWHG� WKDW� WKH� ³VDPH�
ULJKWV�WKDW�SHRSOH�KDYH�RIÀLQH�PXVW�DOVR�EH�SURWHFWHG�RQOLQH´�7 It acknowledged 
WKH�LPSRUWDQFH�RI�WKH�,QWHUQHW�LQ�PHHWLQJ�WKH�6'*V�DQG�H[SOLFLWO\�HPSKDVL]HG�
WKH�QHHG�WR�SURWHFW�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�ULJKWV�LQ�WKH�PDUFK�WRZDUG�
a more digitally connected world.

The council also highlighted the critical role of companies in ensuring that people 
FDQ�H[HUFLVH�WKHVH�ULJKWV��3ULYDWH�VHFWRU�HQWLWLHV�W\SLFDOO\�RZQ�DQG�RSHUDWH�WKH�
LQIUDVWUXFWXUH� WKDW� HQDEOHV� GLJLWDO� FRPPXQLFDWLRQ�� )RU�SUR¿W� ,&7� FRPSDQLHV��
ZKLFK� LQFOXGH� ,QWHUQHW� VHUYLFH� SURYLGHUV�� VHDUFK� HQJLQHV�� VRFLDO� PHGLD� VLWHV��
EORJJLQJ� SODWIRUPV�� DQG� FORXG� FRPSXWLQJ� VHUYLFHV�� H[HUFLVH� LPPHQVH� SRZHU�
RYHU�WKH�JOREDO�ÀRZ�RI�LQIRUPDWLRQ�

�� 5HEHFFD�0DF.LQQRQ�DQG�RWKHUV��Fostering freedom online: The role of Internet intermediaries 
�3DULV��)UDQFH��81(6&2��������

�� $�+5&����/�����SDUD����
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7KHVH� ,QWHUQHW� LQWHUPHGLDULHV�� RU� ³WKLUG�SDUW\� SODWIRUPV� WKDW�PHGLDWH� EHWZHHQ�
GLJLWDO�FRQWHQW�DQG�WKH�KXPDQV�ZKR�FRQWULEXWH�DQG�DFFHVV�WKLV�FRQWHQW´��VHUYH�DV�
JDWHNHHSHUV�WR�WKH�RQOLQH�ZRUOG��DQG�FRQVHTXHQWO\�FDQ�DOVR�DFW�DV�FKRNH�SRLQWV�8 
+HUDOGHG�DV�³OLEHUDWLRQ�WHFKQRORJLHV´9 for their ability to open new spaces for 
H[SUHVVLRQ�DQG�LQWHUDFWLRQ��WKH\�FDQ�DOVR�VHUYH�DV�FULWLFDO�SRLQWV�RI�FRQWURO�ZKHUH�
state actors can surveil or censor communication and suppress the rights of 
people across the globe.��

'HVSLWH� WKHLU� ERUGHU�VSDQQLQJ� FKDUDFWHU�� ,&7� FRPSDQLHV� DUH� RIWHQ� ERXQG� E\�
the laws of the countries in which they operate.���)RU�LQVWDQFH��*RRJOH�EORFNV�
DFFHVV�WR�1D]L�FRQWHQW�LQ�*HUPDQ\�DQG�$XVWULD�SXUVXDQW�WR�WKRVH�FRXQWULHV¶�KDWH�
FULPH�ODZV��+RZHYHU��FRPSDQLHV�PD\�DOVR�FRQWHVW� WKH�OHJDOLW\�RI�JRYHUQPHQW�
requests. Apple’s resistance to decrypt an iPhone in response to a court order 
REWDLQHG�E\�WKH�86�)HGHUDO�%XUHDX�RI�,QYHVWLJDWLRQ�LV�RQO\�RQH�VXFK�H[DPSOH���

Internet intermediaries make public policy through decisions about what they 
GR�DQG�GR�QRW�SHUPLW�RQ�WKHLU�SODWIRUPV��)RU�H[DPSOH��)DFHERRN¶V�FRPPXQLW\�
VWDQGDUGV�SURKLELW�KDWH�VSHHFK��EXW�SHUPLW�³KXPRXU��VDWLUH��RU�VRFLDO�FRPPHQWDU\�
UHODWHG�WR�WKHVH�WRSLFV´����)DFHERRN�HVWDEOLVKHV�WKHVH�UXOHV�DQG�GHWHUPLQHV�KRZ�
WR�HQIRUFH�WKHP��DQG�XVHUV�KDYH�QR�PHFKDQLVP�WR�DSSHDO�LI�WKH�FRPSDQ\�UHPRYHV�

�� /DXUD�'H1DUGLV��The global war for Internet governance��1HZ�+DYHQ��&RQQHFWLFXW��<DOH�8QL-
YHUVLW\�3UHVV���������S������

�� -RQ�'LDPRQG��³/LEHUDWLRQ� WHFKQRORJ\´��Journal of Democracy,� YRO������1R���� �������� -RKQ�
3RVWLOO��³)UHHGRP�WHFKQRORJLVWV�DQG�WKH�QHZ�SURWHVW�PRYHPHQWV��$�WKHRU\�RI�SURWHVW�IRUPXODV´��
Convergence: The International Journal of Research into New Media Technologies,�YRO������
1R�����������GRL��������������������������

��� 5RQDOG�'HLEHUW��Black code: Inside the battle for cyberspace��7RURQWR��&DQDGD��0F&OHOODQG�	�
6WHZDUW���������/DXUD�'H1DUGLV��The global war��VXSUD�QRWH����5HEHFFD�0DF.LQQRQ��Consent 
of the networked: The world-wide struggle for Internet freedom��1HZ�<RUN�&LW\��1HZ�<RUN��
%DVLF�%RRNV���������(YJHQ\�0RUR]RY��The net delusion: The dark side of Internet freedom 
�1HZ�<RUN�&LW\��3XEOLF�$IIDLUV��������

��� %HUWUDQG�GH�/D�&KDSHOOH�DQG�3DXO�)HKOLQJHU��³-XULVGLFWLRQ�RQ�WKH�,QWHUQHW��)URP�OHJDO�DUPV�UDFH�
WR�WUDQVQDWLRQDO�FRRSHUDWLRQ´��Global Commission on Internet Governance Paper Series��1R��
����:DWHUORR��&DQDGD��&HQWUH�IRU�,QWHUQDWLRQDO�*RYHUQDQFH�,QQRYDWLRQ�DQG�&KDWKDP�+RXVH��
$SULO� ������� $YDLODEOH� IURP� KWWSV���ZZZ�FLJLRQOLQH�RUJ�SXEOLFDWLRQV�MXULVGLFWLRQ�LQWHUQHW�
legal-arms-race-transnational-cooperation��0LOWRQ�0XHOOHU��Networks and states: The plobal 
politics of Internet governance��%RVWRQ��0DVVDFKXVHWWV��7KH�0,7�3UHVV��������

��� (ULF�/LFKWEODX��³,Q�$SSOH�GHEDWH�RQ�GLJLWDO�SULYDF\�DQG�WKH�L3KRQH��TXHVWLRQV�VWLOO�UHPDLQ´��New 
York Times�����0DUFK�������$YDLODEOH�IURP�KWWS���ZZZ�Q\WLPHV�FRP������������XV�SROLWLFV�
LQ�DSSOH�GHEDWH�RQ�GLJLWDO�SULYDF\�DQG�WKH�LSKRQH�TXHVWLRQV�VWLOO�UHPDLQ�KWPO"BU �. 

��� )DFHERRN�GH¿QHV�KDWH�VSHHFK�DV�LQFOXGLQJ��³FRQWHQW�WKDW�GLUHFWO\�DWWDFNV�SHRSOH�EDVHG�RQ�WKHLU��
UDFH��HWKQLFLW\��QDWLRQDO�RULJLQ��UHOLJLRXV�DI¿OLDWLRQ��VH[XDO�RULHQWDWLRQ��VH[��JHQGHU��RU�JHQGHU�
LGHQWLW\��RU�VHULRXV�GLVDELOLWLHV�RU�GLVHDVHV´��6HH�)DFHERRN��³(QFRXUDJLQJ�UHVSHFWIXO�EHKDYLRU��
+DWH�VSHHFK´����1RYHPEHU�������$YDLODEOH�IURP�https://www.facebook.com/communitystan-
dards/#. 
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their content.���6XFK�³VRYHUHLJQV�RI�F\EHUVSDFH´�VKDSH�RQOLQH�GLVFRXUVH�WKURXJK�
WKHLU� WHUPV� RI� VHUYLFH� DQG� SULYDF\� SROLFLHV�� WR�ZKLFK� XVHUV�PXVW� DJUHH���  As 
LQWHUPHGLDULHV��WKHVH�FRPSDQLHV�IDFLOLWDWH�WKH�ÀRZ�RI�LQIRUPDWLRQ��NQRZOHGJH��
DQG� SHUVRQDO� GDWD�� ZKLFK� PHDQV� WKDW� SHRSOH� LQFUHDVLQJO\� GHSHQG� RQ� WKHVH�
FRPSDQLHV�DV�WKH\�H[HUFLVH�WKHLU�KXPDQ�ULJKWV�

0RUHRYHU�� WKH�6'*V� FDOO� IRU� JHQGHU� HTXDOLW\� DQG� LPSOLFLWO\� DFNQRZOHGJH� WKH�
QHHG�WR�UHGXFH�GLVFULPLQDWLRQ�WKDW�FDQ�SUHYHQW�PDUJLQDOL]HG�SRSXODWLRQV�IURP�
IXOO\�HQMR\LQJ� WKHLU� ULJKWV����:KLOH� ,&7V�FDQ�VXSSRUW� WKHVH�JRDOV�� VXFK�HIIRUWV�
must confront the fact that discrimination and inequality occur online as well. 
,QWHUQHW�DFFHVV�UHPDLQV�JHQGHUHG�DQG�LQKLELWV�ZRPHQ�IURP�EHLQJ�DEOH�WR�HQMR\�WKH�
many positive effects of the Internet.���:RPHQ�ZKR�DUH�RQOLQH�RIWHQ�H[SHULHQFH�
WKH�:HE� DV� DQ� XQVDIH� VSDFH�� IURP�ZRPHQ� LQ� 3DNLVWDQ� IDFLQJ� EODFNPDLO� RYHU�
doctored photos�� to prominent feminist bloggers like Anita Sarkeesian and 
-HVVLFD�9DOHQWL�HQGXULQJ�KDWH�VSHHFK�DQG�WKUHDWV�RI�YLROHQFH��� 

,QWHUQHW�LQWHUPHGLDULHV�OLNH�)DFHERRN�DQG�7ZLWWHU�KDYH�EHFRPH�DUELWHUV�WKDW�PXVW�
EDODQFH�WKH�H[SUHVVLYH�OLEHUW\�RI�VRPH�XVHUV�ZLWK�WKH�QHHG�WR�SURWHFW�RWKHUV�IURP�
harm. These companies have faced criticism for their response to threats against 
ZRPHQ��2QH� VWXG\�RQ� WHFKQRORJ\�UHODWHG�YLROHQFH� DJDLQVW�ZRPHQ� IRXQG� WKDW�
,&7�FRPSDQLHV�KHVLWDWH�WR�DGGUHVV�WKH�LVVXH�XQWLO�LW�JDUQHUV�PHGLD�DWWHQWLRQ��DQG�
WKDW� WKHLU� UHVSRQVHV� IDLO� WR�FRQVLGHU� WKH�H[SHULHQFHV�RI�QRQ�:HVWHUQ�ZRPHQ�20 
9DJXH�GH¿QLWLRQV�RI�WHUPV�VXFK�DV�³KDUDVVPHQW´�RU�³YXOQHUDEOH�LQGLYLGXDO´�OHDYH�
XVHUV�ZRQGHULQJ�KRZ�SROLFLHV�DSSO\�LQ�VSHFL¿F�FXOWXUDO�FRQWH[WV��)RU�H[DPSOH��
)DFHERRN� ODFNHG�PHFKDQLVPV� WR� HYDOXDWH� KDWH� VSHHFK� LQ�8UGX� RU� 3DVKWR�� OHW�
��� )DFHERRN��³,�EHOLHYH�P\�FRQWHQW�ZDV� UHPRYHG� LQ�HUURU´����1RYHPEHU�������$YDLODEOH� IURP�

KWWSV���ZZZ�IDFHERRN�FRP�KHOS����������������. 
��� 5HEHFFD�0DFNLQQRQ��Consent of the networked����VXSUD�QRWH�����S������
��� $�5(6������
��� ,QWHUQDWLRQDO�7HOHFRPPXQLFDWLRQ�8QLRQ�DQG�8QLWHG�1DWLRQV�(GXFDWLRQDO��6FLHQWL¿F�DQG�&XOWXU-

DO�2UJDQL]DWLRQ��Doubling digital opportunities: Enhancing the inclusion of women & girls in 
the information society: A report by the Broadband Commission Working Group on Broadband 
and Gender��*HQHYD��6ZLW]HUODQG���������$YDLODEOH�IURP�http://www.broadbandcommission.
RUJ�GRFXPHQWV�ZRUNLQJ�JURXSV�EE�GRXEOLQJ�GLJLWDO������SGI.  

�� Simon 3DUNLQ��³3DNLVWDQ¶V� WUROO�SUREOHP´��New Yorker�����-XQH�������$YDLODEOH�IURP�http://
www.newyorker.com/tech/elements/pakistans-troll-problem. 

��� -HVVLFD�9DOHQWL�� ³$QLWD� 6DUNHHVLDQ� LQWHUYLHZ�� µ7KH� ZRUG� ³7UROO´� IHHOV� WRR� FKLOGLVK�� 7KLV� LV�
DEXVH�¶´�Guardian�� ���$XJXVW� ������$YDLODEOH� IURP� https://www.theguardian.com/technol-
RJ\������DXJ����DQLWD�VDUNHHVLDQ�JDPHUJDWH�LQWHUYLHZ�MHVVLFD�YDOHQWL��/\]�/HQ]�� ³,QVLGH� WKH�
SV\FKH�RI�D�WUROO�ZKR�WKUHDWHQV�D�FKLOG�´�Daily Dot����$XJXVW�������$YDLODEOH�IURP�http://www.
GDLO\GRW�FRP�LUO�MHVVLFD�YDOHQWL�RQOLQH�WKUHDWV�. 

20� &DUO\�1\VW��³,QWHUQHW�LQWHUPHGLDULHV�DQG�YLROHQFH�DJDLQVW�ZRPHQ��2QOLQH�H[HFXWLYH�VXPPDU\�
DQG�¿QGLQJV´��End Violence: Women’s Rights and Safety Online (Association for Progressive 
&RPPXQLFDWLRQV�� ������� $YDLODEOH� IURP� KWWS���ZZZ�JHQGHULW�RUJ�VLWHV�GHIDXOW�XSORDG�ÀRZ�
cnyst-summary-formatted.pdf. 
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alone respond to it.��� ,Q� D� OHDNHG� VWDII� PHPR�� 7ZLWWHU¶V� &(2� DFNQRZOHGJHG�
the company’s struggle to counter abuse and harassment on its platform.22 
Technologically mediated violence against women inhibits women’s ability to 
VSHDN�IUHHO\��IXOO\�SDUWLFLSDWH�RQOLQH��DQG�HQJDJH�VRFLDOO\�DQG�SROLWLFDOO\�

7KH�GLJLWDO�VSDFH�LV�DOVR�IUDXJKW�IRU�PLQRULWLHV�VXFK�DV�WKH�/*%7�FRPPXQLW\��
2QOLQH�VSDFHV�FDQ�SURYLGH�D�SODWIRUP�IRU�LGHQWLW\�H[SORUDWLRQ�DQG�H[SUHVVLRQ�23 
EXW�'H1DUGLV� DQG�+DFNO� VKRZ�KRZ� WKHVH� VSDFHV�FDQ� VHUYH�DV� ³FRQWURO�SRLQWV�
RYHU� /*%7� VSHHFK�� LGHQWLW\� H[SUHVVLRQ�� DQG� FRPPXQLW\� IRUPDWLRQ´�24 They 
document instances where rules established in proprietary digital systems impact 
/*%7� LVVXHV�� IRU� H[DPSOH�� 1LQWHQGR¶V� UHDO�OLIH� VLPXODWLRQ� JDPH� 7RPRGDFKL�
/LIH�GLG�QRW�DOORZ�VDPH�VH[�UHODWLRQVKLSV��)DFHERRN¶V�UHDO�QDPH�RU�³DXWKHQWLF�
LGHQWLW\´� UHTXLUHPHQW� KDV� UHVXOWHG� LQ� WKH� WHUPLQDWLRQ� RI� VHYHUDO� GUDJ� TXHHQV¶�
DFFRXQWV�� OLPLWLQJ� WKHVH�XVHUV¶�DELOLW\� WR�QDYLJDWH�D�PXOWL�IDFHWHG� LGHQWLW\�DQG�
manage their professional and personal relationships online.25

While gaming or social media platforms can make technical and design decisions 
WKDW� OLPLW�/*%7�XVHUV� IURP�H[SUHVVLQJ� WKHLU� LGHQWLW\�� WKH�GDWD� VXFK�SODWIRUPV�
FROOHFW�FDQ�DOVR�H[SRVH�XVHUV�WR�VLJQL¿FDQW�KDUP��)RU�H[DPSOH��(J\SWLDQ�DFWLYLVWV�
UDLVHG�FRQFHUQV�WKDW�SROLFH�XVHG�WKH�GDWLQJ�DSS�*ULQGU�WR�WUDFN�GRZQ�DQG�DUUHVW�
JD\�PHQ�RQ�FKDUJHV�RI�GHEDXFKHU\�DQG�LQGHFHQF\��*ULQGU�XOWLPDWHO\�FKDQJHG�LWV�
GHIDXOW�VHWWLQJV�WR�KLGH�WKH�GLVWDQFH�RI�XVHUV�LQ�FRXQWULHV�VXFK�DV�5XVVLD��(J\SW��
DQG�6DXGL�$UDELD��ZKLFK�KDYH�VWURQJ�DQWL�/*%7�ODZV���

%H\RQG�DIIHFWLQJ�PDUJLQDOL]HG�SRSXODWLRQV��,&7�FRPSDQLHV�FDQ�EH�FRQVFULSWHG�
to serve as blunt political weapons that undermine the political and civil rights of 
FLWL]HQV�en masse��'XULQJ�SROLWLFDO�WXUPRLO��JRYHUQPHQWV�LQFUHDVLQJO\�RUGHU�,&7�
FRPSDQLHV� WR�EORFN�VSHFL¿F�DSSOLFDWLRQV�RU�VKXW�GRZQ�HQWLUH�FRPPXQLFDWLRQV�
QHWZRUNV�� 7KH� GLJLWDO� ULJKWV� RUJDQL]DWLRQ� $FFHVV� 1RZ� UHFRUGHG� DW� OHDVW� ���

��� 6LPRQ�3DUNLQ��Pakistan’s troll... VXSUD�QRWH����
22� &KDUOLH�:DU]HO��³$�KRQH\SRW�IRU�DVVKROHV¶��,QVLGH�7ZLWWHU¶V����\HDU�IDLOXUH�WR�VWRS�KDUDVVPHQW´��

Buzzfeed�����$XJXVW�������$YDLODEOH�IURP�KWWSV���ZZZ�EX]]IHHG�FRP�FKDUOLHZDU]HO�D�KRQH\-
SRW�IRU�DVVKROHV�LQVLGH�WZLWWHUV����\HDU�IDLOXUH�WR�V"XWPBWHUP �TJ<]9-�%/��UU=:H�*(O. 

23� 0DU\�/��*UD\��³1HJRWLDWLQJ�LGHQWLWLHV�TXHHULQJ�GHVLUHV��&RPLQJ�RXW�RQOLQH�DQG�WKH�UHPHGLD-
WLRQ�RI�WKH�FRPLQJ�RXW�VWRU\´��Journal of Computer-Mediated Communication��YRO������1R����
��������GRL���������M����������������������[�

24� /DXUD� 'H1DUGLV� DQG� $QGUHD� 0�� +DFNO�� ³,QWHUQHW� FRQWURO� SRLQWV� DV� /*%7� ULJKWV� PHGLD-
WLRQ´�� Information, Communication & Society�� YRO�� ��� 1R�� �� �������� GRL���������������
�;���������������S������

25� -HVVD�/LQJHO�DQG�$GDP�*ROXE��³,Q�IDFH�RQ�)DFHERRN��%URRNO\Q¶V�GUDJ�FRPPXQLW\�DQG�VRFLR-
WHFKQLFDO�SUDFWLFHV�RI�RQOLQH�FRPPXQLFDWLRQ´��Journal of Computer-Mediated Communication��
YRO������1R������������GRL���������MFF��������

��� /DXUD�'H1DUGLV�DQG�$QGUHD�+DFNO��Internet control...supra note 24.
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,QWHUQHW�VKXWGRZQV�DURXQG�WKH�ZRUOG�LQ�������DQG�LW�UHFRUGHG����VKXWGRZQV�LQ�
WKH�¿UVW����PRQWKV�RI������27�7KH�81�+XPDQ�5LJKWV�&RXQFLO�KDV�FRQGHPQHG�
network shutdowns that violate international human rights law.28

:KLOH�PDQ\�VKXWGRZQV�FRLQFLGH�ZLWK�HOHFWLRQV�RU�SROLWLFDO�SURWHVWV��JRYHUQPHQWV�
have deployed the tactic for far more quotidian reasons. The Algerian government 
DFNQRZOHGJHG�WKDW�LW�EORFNHG�DFFHVV�WR�)DFHERRN��7ZLWWHU��DQG�RWKHU�VRFLDO�PHGLD�
VLWHV�WR�SUHYHQW�KLJK�VFKRRO�VWXGHQWV�IURP�FKHDWLQJ�GXULQJ�QDWLRQDO�H[DPV�29 and 
OHDGHUV� LQ� WKH� ,QGLDQ�VWDWH�RI�-DPPX�DQG�.DVKPLU�VKXW�GRZQ�,QWHUQHW�VHUYLFH�
before a local wrestling match.30� 1RW� RQO\� GR� VXFK� DFWLRQV� UHVWULFW� FLWL]HQV¶�
DELOLW\�WR�FRPPXQLFDWH�DQG�SDUWLFLSDWH�SROLWLFDOO\��DV�*RDO������DLPV�WR�HQVXUH��
but they also offer a cover of darkness for further human rights violations.

*RYHUQPHQWV�RIWHQ�DGRSW�D�PRUH�WDUJHWHG�DSSURDFK�WR�UHVWULFWLQJ�VSHHFK�RQOLQH�
by blocking and removing online content. States can request ICT companies 
WR� UHPRYH� FRQWHQW� WR� FRPSO\� ZLWK� ODZV� DJDLQVW� GHIDPDWLRQ�� EODVSKHP\��
SRUQRJUDSK\��RU�VWDWH�VHFUHWV��6XFK�UHTXHVWV�FDQ�DOVR�VLOHQFH�SROLWLFDO�RSSRVLWLRQ��
5HVWULFWLYH� LQWHUPHGLDU\� OLDELOLW\� ODZV� WKDW� KROG� ,&7� FRPSDQLHV� OLDEOH� IRU�
WKHLU�XVHUV¶�RQOLQH�DFWLYLWLHV��VXFK�DV� WKRVH�LQ�&KLQD�� LQFHQWLYL]H�FRPSDQLHV�WR�
SURDFWLYHO\�PRQLWRU�DQG�UHPRYH�FRQWHQW�RQ�WKHLU�SODWIRUPV��2QH�VWXG\�RI�:HLER��
&KLQD¶V�PRVW�SRSXODU�PLFUREORJJLQJ�VHUYLFH�IRXQG�DSSUR[LPDWHO\����SHUFHQW�RI�
all messages was deleted.��

7KHVH� ³DUELWHUV� RI� RQOLQH� H[SUHVVLYH� OLEHUW\´32 can censor content when 
governments compel them; they can also remove or block content that violates 
their own policies. Users whose actions do not align with the policies of such 
GRPLQDQW� ,&7� FRPSDQLHV� DV� *RRJOH�� $SSOH�� RU� )DFHERRN� KDYH� IHZ�� LI� DQ\�
DOWHUQDWLYHV�� )RU� H[DPSOH�� *RRJOH� DQG� $SSOH� KROG� D� GXRSRO\� RYHU� PRELOH�
operating systems and the app stores through which most mobile users download 
VRIWZDUH��0RVW�*RRJOH�$QGURLG�XVHUV� LQVWDOO� DSSOLFDWLRQV� WKURXJK� WKH�*RRJOH�
3OD\� 6WRUH�� DQG�$SSOH� L26� XVHUV� PXVW� JR� WKURXJK�$SSOH¶V�$SS� 6WRUH�� (DFK�
company retains discretionary control over the third-party apps available 
27� $FFHVV1RZ�� ³�.HHS,W2Q´�� ���1RYHPEHU� ������$YDLODEOH� IURP� KWWSV���ZZZ�DFFHVVQRZ�RUJ�

keepiton/.
28� $�+5&����/�����SDUD�����
29� 3DWULFN�0DUNH\�� ³$OJHULD� EORFNV� )DFHERRN��7ZLWWHU� WR� VWRS� H[DP� FKHDWV�� 6WDWH�PHGLD´��Re-

uters�� ��� -XQH� ������ $YDLODEOH� IURP� http://www.reuters.com/article/us-algeria-media-
LG86.&1�=��-;. 

30� 3HHU]DGD�$VKLT��³-DPPX�JRHV�RIÀLQH�DKHDG�RI�FRQWURYHUVLDO�ZUHVWOLQJ�HYHQW´��Hindu�����-XQH�
������ $YDLODEOH� IURP� KWWS���ZZZ�WKHKLQGX�FRP�QHZV�QDWLRQDO�RWKHU�VWDWHV�MDPPX�JRHV�RI-
ÀLQH�DKHDG�RI�FRQWURYHUVLDO�ZUHVWOLQJ�HYHQW�DUWLFOH��������HFH. 

��� 'DYLG�%DPPDQ��%UHQGDQ�2¶&RQQRU�DQG�1RDK�6PLWK��³&HQVRUVKLS�DQG�GHOHWLRQ�SUDFWLFHV� LQ�
&KLQHVH�VRFLDO�PHGLD´��First Monday��YRO������1R������������G[�GRL�RUJ���������IP�Y��L�������

32� /DXUD�'H1DUGLV��The global war����VXSUD�QRWH����S�����
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LQ� LWV� DSS� VWRUH��&RPSDQLHV�PD\�GHFLGH� WR� EORFN� DQ� DSS� IRU� YDULRXV� UHDVRQV��
IRU� H[DPSOH�� EHFDXVH� LW� SURPRWHV� YLROHQFH� RU� ELJRWU\�� RU� EHFDXVH� LW� HVSRXVHV�
unpopular speech.33�:KLOH�*RRJOH�DQG�$SSOH�SXEOLFO\�VWDWH�ZKDW�LV�DQG�LV�QRW�
SHUPLWWHG� LQ� WKH�DSS� VWRUH��QHLWKHU�SXEOLVKHV� DQ\� LQIRUPDWLRQ�DERXW�KRZ� WKH\�
evaluate apps or enforce their policies.

,&7�FRPSDQLHV�KROG�D�ZHDOWK�RI�XVHU�LQIRUPDWLRQ��DQG�WKHLU�SROLFLHV�UHJDUGLQJ�
WKH�PDQDJHPHQW�RI� VXFK� LQIRUPDWLRQ�GLUHFWO\� DIIHFWV�XVHUV¶� ULJKWV��0DQ\� ,&7�
companies generate revenue by collecting and aggregating information about 
their users and sharing it with advertisers. Such collection and sharing of data 
RFFXUV�XQGHU�WKH�DXVSLFHV�RI�RQOLQH�DGYHUWLVLQJ��EXW�LW�DOVR�IDFLOLWDWHV�JRYHUQPHQW�
VXUYHLOODQFH�RQ�DQG�RIÀLQH��)RU�LQVWDQFH��SHRSOH�LQ�,QGLD�PXVW�SURYLGH�RI¿FLDO�
LGHQWL¿FDWLRQ� WR� XVH� D� F\EHUFDIp�� DQG� F\EHUFDIp� RSHUDWRUV� PXVW� UHWDLQ� WKLV�
information for a year.34�7KHVH�LGHQWL¿FDWLRQ�PHFKDQLVPV�SXW�XVHUV¶�SULYDF\�DW�
ULVN��DQG�WKLV�ORVV�RI�DQRQ\PLW\�FDQ�LPSDFW�WKHLU�IUHHGRP�RI�H[SUHVVLRQ��,QGHHG��
awareness of surveillance has demonstrable chilling effects on speech.35

:KLOH�SULYDF\�ODZV�VHHN�WR�PLWLJDWH�WKH�KDUP�RI�VXFK�GDWD�FROOHFWLRQ��WKH\�RIWHQ�
VWUXJJOH� WR� NHHS� XS�ZLWK� WHFKQRORJ\��0DQ\� ODZV� KLQJH� RQ� WKH� QRWLRQ� WKDW� LI�
RQH�FDQ�REVFXUH�RU�UHPRYH�SHUVRQDO�LGHQWLI\LQJ�LQIRUPDWLRQ��3,,���³WKHUH�LV�QR�
SULYDF\� KDUP�´�� Yet the proliferation of user information online means that 
seemingly innocuous data points can be aggregated and analysed in a way that 
LGHQWL¿HV�LQGLYLGXDO�XVHUV��VXJJHVWLQJ�WKDW�ODZV�IRFXVHG�RQ�WKH�UHPRYDO�RI�3,,�
are ill-equipped to protect people’s privacy.37

III. How to Hold ICT Companies Accountable

2YHU� WKH� SDVW� GHFDGH�� VHYHUDO� DFFRXQWDELOLW\� IUDPHZRUNV� JURXQGHG� LQ� KXPDQ�
rights norms and principles have arisen to address these concerns. While corporate 
VRFLDO� UHVSRQVLELOLW\� �&65�� HPSKDVL]HV� VHOI�UHJXODWLRQ� DPRQJ� FRPSDQLHV�� WKH�
FRUSRUDWH� DFFRXQWDELOLW\�PRYHPHQW� ³LPSOLHV� ERWK� D�PHDVXUH� RI� DQVZHUDELOLW\�
(providing an account for measures undertaken) and enforceability (punishment 

33 Ibidem.
34 Ibidem.
35� (OL]DEHWK�6WR\FKHII��³8QGHU�VXUYHLOODQFH��)DFHERRN�RQOLQH�VSLUDO�RI�VLOHQFH�HIIHFWV�LQ�WKH�ZDNH�

RI�16$�,QWHUQHW�PRQLWRULQJ´��Journalism and Mass Communication Quarterly,�YRO������1R����
�������

��� 3DXO�0��6FKZDUW]�DQG�'DQLHO�-��6RORYH��³7KH�3,,�SUREOHP��3ULYDF\�DQG�D�QHZ�FRQFHSW�RI�SHU-
VRQDOO\�LGHQWL¿DEOH�LQIRUPDWLRQ´��New York University Law Review��YRO��������������S�������

37� 3DXO�2KP��³%URNHQ�SURPLVHV�RI�SULYDF\��5HVSRQGLQJ�WR�WKH�VXUSULVLQJ�IDLOXUH�RI�DQRQ\PL]D-
WLRQ´��UCLA Law Review��YRO�������������
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RU�VDQFWLRQV�IRU�SRRU�SHUIRUPDQFH�RU�LOOHJDO�FRQGXFW�´�38 Entities of the UN have 
acknowledged that businesses face obligations related to human rights. Efforts 
OLNH� WKH� *OREDO� 1HWZRUN� ,QLWLDWLYH� DQG� 5DQNLQJ� 'LJLWDO� 5LJKWV� DSSO\� WKHVH�
REOLJDWLRQV� WR� ,&7� FRPSDQLHV��7KHVH� HIIRUWV� KHOS� DGGUHVV� ³JRYHUQDQFH� JDSV´�
that arise when laws do not adequately protect human rights.39 

,Q�-XQH�������WKH�81�+XPDQ�5LJKWV�&RXQFLO�HQGRUVHG�WKH�*XLGLQJ�3ULQFLSOHV�
RQ�%XVLQHVV�DQG�+XPDQ�5LJKWV�40�ZKLFK�DI¿UP�WKDW�VWDWHV�KDYH�D�GXW\�WR�SURWHFW�
KXPDQ�ULJKWV��EXVLQHVVHV�KDYH�D�GXW\�WR�UHVSHFW�KXPDQ�ULJKWV��DQG�ERWK�KDYH�DQ�
obligation to provide remedy for individuals whose human rights are violated. The 
*XLGLQJ�3ULQFLSOHV�DUH�D�QRUPV�EDVHG�LQVWUXPHQW�WR�IRVWHU�JUHDWHU�DFFRXQWDELOLW\�
among governments and businesses with regard to human rights. This approach 
has faced criticism because it lacks the legal force of a binding instrument like 
a treaty.���7KH�*XLGLQJ�3ULQFLSOHV�E\�QR�PHDQV�UHSUHVHQW�D�FRPSOHWH�VROXWLRQ�WR�
align corporate actions with human rights. But they do offer a structure through 
ZKLFK� FRPSDQLHV� FDQ� LQVWLWXWLRQDOL]H� HIIRUWV� WR� UHVSHFW� KXPDQ� ULJKWV�� DQG�
WKURXJK�ZKLFK�WKHLU�HIIRUWV�FDQ�EH�FRPSDUHG��7R�DGYDQFH�WKLV�ZRUN��WKH�2I¿FH�RI�
WKH�+LJK�&RPPLVVLRQHU�IRU�+XPDQ�5LJKWV�SXEOLVKHG�DQ�LPSOHPHQWDWLRQ�JXLGH�
for the principles.42�6L[�PXOWLQDWLRQDO�FRPSDQLHV�DUH�SLORW�WHVWLQJ�D�IUDPHZRUN�
IRU�UHSRUWLQJ�RQ�WKHLU�LPSOHPHQWDWLRQ�RI�WKH�*XLGLQJ�3ULQFLSOHV��RWKHUV�FDQ�VHOI�
report their progress to a publicly available database.43

38� 3HWHU�1HZHOO��³)URP�UHVSRQVLELOLW\�WR�FLWL]HQVKLS"��&RUSRUDWH�DFFRXQWDELOLW\�IRU�GHYHORSPHQW´��
IDS Bulletin,�YRO������1R������������S�����)RU�PRUH�LQIRUPDWLRQ��VHH�5HQJLQHH�*��3LOOD\��³7KH�
OLPLWV�WR�VHOI�UHJXODWLRQ�DQG�YROXQWDULVP��)URP�FRUSRUDWH�VRFLDO�UHVSRQVLELOLW\�WR�FRUSRUDWH�DF-
FRXQWDELOLW\´��Amicus Curiae��1R������$XWXPQ�������DQG�&DUPHQ�9DORU��³&RUSRUDWH�VRFLDO�UH-
VSRQVLELOLW\�DQG�FRUSRUDWH�FLWL]HQVKLS��7RZDUGV�FRUSRUDWH�DFFRXQWDELOLW\´��Business and Society 
Review��YRO�������1R�����������

39� )RU�D�GLVFXVVLRQ�RI�WKHVH�IUDPHZRUNV��VHH�5HEHFFD�0DF.LQQRQ��1DWKDOLH�0DUpFKDO�DQG�3UL\D�
.XPDU��³&RUSRUDWH�DFFRXQWDELOLW\�IRU�D�IUHH�DQG�RSHQ�,QWHUQHW´��Global Commission on Internet 
Governance Paper Series��:DWHUORR��&DQDGD��&HQWUH�IRU�,QWHUQDWLRQDO�*RYHUQDQFH�,QQRYDWLRQ�
DQG� &KDWKDP� +RXVH�� 'HFHPEHU� ������� $YDLODEOH� IURP� https://www.cigionline.org/publica-
tions/corporate-accountability-free-and-open-internet.

40� $�+5&�5(6����/����5HY����SDUD����
��� 3HQHORSH�6LPRQV��³,QWHUQDWLRQDO�ODZ¶V�LQYLVLEOH�KDQG�DQG�WKH�IXWXUH�RI�FRUSRUDWH�DFFRXQWDELOLW\�

IRU�YLRODWLRQV�RI�KXPDQ�ULJKWV´��Journal of Human Rights and the Environment��YRO�����1R����
�0DUFK�������

42� 8QLWHG�1DWLRQV��2I¿FH�RI� WKH�+LJK�&RPPLVVLRQHU�RQ�+XPDQ�5LJKWV��Guiding principles on 
EXVLQHVV�DQG�KXPDQ�ULJKWV��,PSOHPHQWLQJ�WKH�8QLWHG�1DWLRQV�³5HVSHFW��3URWHFW�DQG�5HPHG\´�
framework�� �*HQHYD�� 6ZLW]HUODQG�� �������$YDLODEOH� IURP� http://www.ohchr.org/Documents/
3XEOLFDWLRQV�*XLGLQJ3ULQFLSOHV%XVLQHVV+5B(1�SGI.  

43� 7KH� FRPSDQLHV� DUH�8QLOHYHU��(ULFVVRQ��+	0��1HVWOp��1HZPRQW�� DQG�$EQ�$PUR�� 6KLIW� DQG�
0D]DUV�� �������� ³81� JXLGLQJ� SULQFLSOHV� UHSRUWLQJ� IUDPHZRUN´��$YDLODEOH� IURP�http://www.
ungpreporting.org/.  
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:LWK� UHVSHFW� WR� WKH� ,&7� LQGXVWU\�� WKH� (XURSHDQ� &RPPLVVLRQ� VSRQVRUHG� WKH�
GHYHORSPHQW�RI�D�JXLGHERRN�RQ�KRZ�,&7�FRPSDQLHV�FDQ�LPSOHPHQW�WKH�*XLGLQJ�
Principles.44� ,Q������� WKH�*OREDO�1HWZRUN�,QLWLDWLYH� �*1,�� IRUPHG�DV�D�PXOWL�
VWDNHKROGHU�YHQXH� WR�SURWHFW�DQG�DGYDQFH�XVHUV¶� ULJKWV� WR� IUHH�H[SUHVVLRQ�DQG�
SULYDF\�ZLWKLQ�WKH�,&7�LQGXVWU\��$V�GLVFXVVHG�LQ�WKH�LQWURGXFWLRQ��,&7�FRPSDQLHV�
SOD\�D�XQLTXH�UROH�LQ�IDFLOLWDWLQJ�WKHVH�ULJKWV��ZKLFK�DUH�HVVHQWLDO�IRU�GHIHQGLQJ�
DQG� SURPRWLQJ� KXPDQ� ULJKWV� PRUH� EURDGO\�� 7KH� *1,¶V� PDQGDWH� IRFXVHV� RQ�
respect for human rights in the face of increasing government pressure to engage 
in censorship and surveillance.

0HPEHU�FRPSDQLHV�DJUHH�WR�XSKROG�WKH�*1,�3ULQFLSOHV�RQ�)UHHGRP�RI�([SUHVVLRQ�
DQG�3ULYDF\��ZKLFK�DUH�EDVHG�RQ� LQWHUQDWLRQDO�KXPDQ�ULJKWV� VWDQGDUGV�45 They 
include commitments to narrowly interpret government requests for content 
UHVWULFWLRQ� RU� DFFHVV� WR� XVHU� LQIRUPDWLRQ�� WR� FRQVLGHU� KXPDQ� ULJKWV� ZLWKLQ�
GHFLVLRQ�PDNLQJ�IUDPHZRUNV��WR�HQJDJH�ZLWK�YDULRXV�W\SHV�RI�VWDNHKROGHUV��DQG�
to provide transparency into their implementation of the principles. Every two 
\HDUV��DQ�LQGHSHQGHQW�DVVHVVRU�YHWWHG�E\�WKH�*1,�ERDUG�HYDOXDWHV�FRPSDQLHV�RQ�
WKHLU�LPSOHPHQWDWLRQ�RI�WKH�SULQFLSOHV��DQG�WKH�*1,�ERDUG�GHWHUPLQHV�ZKHWKHU�
each company complies with the principles.

7KH�*1,¶V�PXOWL�VWDNHKROGHU�DSSURDFK�PHDQV�LWV�GHFLVLRQV�DQG�DFWLRQV�DUH�YHWWHG�
by individuals who represent various perspectives and operate under different 
LQFHQWLYHV��)RU�H[DPSOH��LQYHVWRUV��ZKR�VHHN�WR�PD[LPL]H�WKHLU�UHWXUQV��ZDQW�WR�
HQVXUH�WKDW�FRPSDQLHV�PDQDJH�ULVN�DSSURSULDWHO\��ZKLOH�WKRVH�LQ�FLYLO�VRFLHW\��ZKR�
ZRUN�WR�GHIHQG�DQG�DGYDQFH�KXPDQ�ULJKWV��ZDQW�WR�HQVXUH�WKDW�FRPSDQLHV�DGGUHVV�
WKH�FRQFHUQV�RI�PDUJLQDOL]HG�XVHUV��7KH�*1,¶V�ERDUG� LQFOXGHV� UHSUHVHQWDWLYHV�
IURP�FRPSDQLHV��LQYHVWPHQW�RUJDQL]DWLRQV��FLYLO�VRFLHW\��DQG�DFDGHPLD��DQG�WKXV�
its decisions represent consensus among various types of participants. 

7KH� *1,¶V� FRPSDQ\� DVVHVVPHQWV� DUH� FXUUHQWO\� WKH� RQO\� V\VWHPDWLF� DXGLW�
framework that evaluates how ICT companies have met their human rights 
UHVSRQVLELOLWLHV��%XW�WKHLU�YROXQWDU\�QDWXUH�PHDQV�WKH�*1,�RQ�LWV�RZQ�FDQQRW�KROG�

44� (XURSHDQ�&RPPLVVLRQ��ICT sector guide on implementing the UN Guiding Principles on Busi-
ness and Human Rights���%UXVVHOV���������$YDLODEOH�IURP�KWWSV���HF�HXURSD�HX�DQWL��WUDI¿FNLQJ�
VLWHV�DQWLWUDI¿FNLQJ�¿OHV�LQIRUPDWLRQBDQGBFRPPXQLFDWLRQBWHFKQRORJ\B��SGI.  

45� )RU�PRUH�LQIRUPDWLRQ��VHH�*OREDO�1HWZRUN�,QLWLDWLYH��Principles �1RYHPEHU�����������$YDLO-
able from KWWS���JOREDOQHWZRUNLQLWLDWLYH�RUJ�SULQFLSOHV�LQGH[�SKS. 
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the industry accountable; only member companies are assessed.��� ,Q�DGGLWLRQ��
WKH�*1,¶V�IRFXV�RQ�JRYHUQPHQW�DFWLRQV�UHODWHG�WR�FHQVRUVKLS��VXUYHLOODQFH��DQG�
access to user information addresses only one facet of the challenge to protect 
KXPDQ� ULJKWV� RQOLQH�� ,W� GRHV� QRW� LQFOXGH� WKH� LQYROYHPHQW� RI� SULYDWH� HQWLWLHV��
VXFK� DV� LQGLYLGXDOV� RU� RUJDQL]DWLRQV� IRFXVHG� RQ� WKH� UHPRYDO� RI�PDWHULDO� WKDW�
PD\� LQIULQJH� FRS\ULJKW�� QRU� D� FRPSDQ\¶V� RZQ� DFWLRQV� WKDW� FDQ� XQGHUPLQH� RU�
LPSHULO�XVHUV¶�IUHHGRP�RI�H[SUHVVLRQ�RU�SULYDF\��VXFK�DV�WKH�FRQGLWLRQV�ODLG�RXW�
in company terms of service or privacy policy documents.47

$V� GHVFULEHG� HDUOLHU� LQ� WKLV� DUWLFOH�� JRYHUQPHQWV� DQG� ,&7� FRPSDQLHV� FDQ� DFW�
in ways that contravene human rights. While governments increasingly order 
telecommunications companies to shut down mobile and Internet access or 
UHTXHVW�FRPSDQLHV�WR�UHVWULFW�FRQWHQW�DQG�WXUQ�RYHU�XVHU�LQIRUPDWLRQ��FRPSDQLHV�
themselves also design product features and develop policies and processes that 
can put human rights at risk. Companies determine how they respond to reports 
RI�KDUDVVPHQW�RQ�WKHLU�SODWIRUP��VHW�SROLFLHV�IRU�ZKHWKHU�XVHUV�FDQ�SDUWLFLSDWH�LQ�
WKH�SODWIRUP�DQRQ\PRXVO\��HVWDEOLVK�WKH�SDUDPHWHUV�IRU�ZKDW�FRQWHQW�DQG�DFWLRQV�
DUH�SHUPLWWHG�RQ�WKH�SODWIRUPV��DQG�DVVLJQ�GHIDXOW�VHWWLQJV�RQ�WKH�SODWIRUP��7KH�
WHFKQLFDO�IHDWXUHV��GHVLJQ�GHFLVLRQV��DQG�SROLF\�FKRLFHV�HPEHGGHG�LQ�,&7V�DOVR�
VLJQL¿FDQWO\� DIIHFW� XVHUV¶� VHFXULW\�� D� FUXFLDO� FRQVLGHUDWLRQ� IRU� KLJK�ULVN� XVHUV�
VXFK�DV�MRXUQDOLVWV��KXPDQ�ULJKWV�GHIHQGHUV��RU�SROLWLFDO�GLVVLGHQWV�

8QGHUVWDQGLQJ� WKH� H[WHQW� WR�ZKLFK� IUHHGRP� RI� H[SUHVVLRQ� DQG� SULYDF\� ULJKWV�
DUH� SURWHFWHG� RQOLQH� PHDQV� QDYLJDWLQJ� D� FRPSOH[� HFRV\VWHP� WKDW� LQFOXGHV�
FRPSDQLHV�� LQYHVWRUV�� JRYHUQPHQWV�� SROLF\PDNHUV�� FLYLO� VRFLHW\�� DGYRFDWHV��
and activists. To provide greater clarity on the role that companies play in this 
HFRV\VWHP��WKH�5DQNLQJ�'LJLWDO�5LJKWV��5'5��SURMHFW�GHYHORSHG�D�PHWKRGRORJ\�
to evaluate ICT companies and their public disclosure related to policies and 
SUDFWLFHV�WKDW�DIIHFW�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�RQOLQH�48�,Q�������5'5�
UHOHDVHG�LWV�LQDXJXUDO�&RUSRUDWH�$FFRXQWDELOLW\�,QGH[��ZKLFK�HYDOXDWHG�VL[WHHQ�
RI� WKH�ZRUOG¶V� ODUJHVW� ,QWHUQHW� DQG� WHOHFRPPXQLFDWLRQV� FRPSDQLHV� DJDLQVW� ���
��� 7KH�¿YH�FRPSDQ\�PHPEHUV�RI�*1,�DUH��)DFHERRN��*RRJOH��/LQNHG,Q��0LFURVRIW��DQG�<DKRR��

,Q�)HEUXDU\�������VHYHQ�PHPEHU�FRPSDQLHV�IURP�WKH�7HOHFRPPXQLFDWLRQV�,QGXVWU\�'LDORJXH��
DQ�LQGXVWU\�RUJDQL]DWLRQ�WKDW�H[SORUHV�WKH�UROH�RI�WHOHFRPPXQLFDWLRQV�FRPSDQLHV�LQ�UHVSHFWLQJ�
IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�ULJKWV��MRLQHG�*1,�DV�REVHUYHUV��7KLV�JLYHV�WKHP����PRQWKV�
WR�XQGHUVWDQG�*1,¶V�RSHUDWLRQV�DQG�SDUWLFLSDWH�EHIRUH�GHFLGLQJ�RQ�IXOO�PHPEHUVKLS��)RU�PRUH�
LQIRUPDWLRQ��VHH�*OREDO�1HWZRUN�,QLWLDWLYH��³7KH�*OREDO�1HWZRUN�,QLWLDWLYH�DQG�WKH�7HOHFRP-
PXQLFDWLRQV�,QGXVWU\�'LDORJXH�MRLQ�IRUFHV�WR�DGYDQFH�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\´����
)HEUXDU\�������$YDLODEOH� IURPhttps://www.globalnetworkinitiative.org/news/global-network-
LQLWLDWLYH�DQG�WHOHFRPPXQLFDWLRQV�LQGXVWU\�GLDORJXH�MRLQ�IRUFHV�DGYDQFH�IUHHGRP. 

47� 5HEHFFD�0DF.LQQRQ��1DWKDOLH�0DUpFKDO��DQG�3UL\D�.XPDU��Corporate accountability..., supra 
note 39.

48� 7KH�WKUHH�DXWKRUV�RI�WKLV�DUWLFOH�DUH�FXUUHQW�RU�SDVW�PHPEHUV�RI�WKH�5'5�SURMHFW�WHDP�
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LQGLFDWRUV��7KH�SURMHFW�SODQV�WR�SXEOLVK�WKH�VHFRQG�HGLWLRQ�RI�WKH�LQGH[�LQ������
and to release annually after that. By publicly evaluating companies against 
HDFK�RWKHU��5'5�LQFHQWLYL]HV�FRPSDQLHV�WR�SURYLGH�WUDQVSDUHQF\�LQWR�KRZ�WKHLU�
EXVLQHVV�SURFHVVHV�DIIHFW�XVHUV¶�IUHH�H[SUHVVLRQ�DQG�SULYDF\�ULJKWV��7KLV�LQ�WXUQ�
JLYHV�LQYHVWRUV��FLYLO�VRFLHW\��SROLF\PDNHUV��DQG�RWKHUV�EDVHOLQH�LQIRUPDWLRQ�WKH\�
can use to hold companies accountable for their respect of these human rights.

7KH� LQGH[� PHWKRGRORJ\� LV� EDVHG� RQ� LQWHUQDWLRQDO� KXPDQ� ULJKWV� VWDQGDUGV��
LQFOXGLQJ�WKH�8QLYHUVDO�'HFODUDWLRQ�RI�+XPDQ�5LJKWV��WKH�,QWHUQDWLRQDO�&RYHQDQW�
RQ�&LYLO�DQG�3ROLWLFDO�5LJKWV��WKH�*XLGLQJ�3ULQFLSOHV�DQG�WKH�*1,�3ULQFLSOHV��7KH�
PHWKRGRORJ\�ZDV�GHYHORSHG�LQ�FRQVXOWDWLRQ�ZLWK�VWDNHKROGHUV�IURP�FRPSDQLHV��
LQYHVWPHQW�RUJDQL]DWLRQV��FLYLO�VRFLHW\��DQG�DFDGHPLD��7KH�LQGH[�UHSRUW�LQFOXGHV�
H[DPSOHV�ZKHUH�ODZV�DQG�UHJXODWLRQV�LQ�D�FRPSDQ\¶V�KHDGTXDUWHUV�FRXQWU\�PD\�
hinder the company from performing well. This helps to clarify where advocacy 
FDPSDLJQV� DQG� RWKHU� W\SHV� RI� SUHVVXUH� DUH� EHVW� GLUHFWHG� DW� FRPSDQLHV�� DQG�
where such efforts could be more effective when directed at policymakers and 
JRYHUQPHQWV��7KH� LQGH[�PHWKRGRORJ\�DQG� UDZ�GDWD�DUH�SXEOLFO\�DYDLODEOH� IRU�
others to adapt and analyse.49 

ICT companies face increasing pressure from governments to act in ways that 
XQGHUPLQH�� UDWKHU� WKDQ� SURWHFW�� KXPDQ� ULJKWV�� $QG� ZKHUH� ODZV� PD\� QRW� EH�
EDUULHUV��FRPSDQLHV� IUHTXHQWO\� ODFN�PDUNHW�RU� UHJXODWRU\� LQFHQWLYHV� WR� UHVSHFW�
WKHLU�XVHUV¶�KXPDQ�ULJKWV��7KH�*XLGLQJ�3ULQFLSOHV��WKH�*1,��DQG�5'5�H[HPSOLI\�
innovative efforts to push companies to heed their human rights responsibilities. 
These efforts do not operate under the force of law or regulation; rather they 
harness the power of norms to promote accountability where the law has failed 
WR�GR�VR��7KHLU�HYDOXDWLRQV�VKHG�OLJKW�RQ�ZKHUH�FRPSDQLHV�VWDQG��RIIHU�D�URDGPDS�
RQ� KRZ� WKH\� FDQ� LPSURYH�� DQG� LQVWLO� DQ� H[SHFWDWLRQ� RI� UHJXODU� DVVHVVPHQW� WR�
PRQLWRU�FRPSDQ\�SURJUHVV��7KLV�LV�QRW�WR�VD\�WKDW�OHJDO�DQG�UHJXODWRU\�UHIRUP��
OLWLJDWLRQ��RU�D�ELQGLQJ�WUHDW\�DUH�XQQHFHVVDU\��5DWKHU��QRUP�EDVHG�DFFRXQWDELOLW\�
LQLWLDWLYHV�UHSUHVHQW�DQ�DYHQXH�WR�HIIHFW�LQFUHPHQWDO�FKDQJH�ZKLOH�DOVR�¿JKWLQJ�
for human rights on other fronts.50 

49� )RU�WKH������LQGH[�PHWKRGRORJ\��VHH�5DQNLQJ�'LJLWDO�5LJKWV��³�����,QGLFDWRUV´�����6HSWHPEHU�
������$YDLODEOH�IURP�KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ������LQGLFDWRUV���)RU� WKH�UDZ�GDWD�IURP�
WKH������LQGH[��VHH�5DQNLQJ�'LJLWDO�5LJKWV��³'RZQORDG�WKH�GDWD´����1RYHPEHU�������$YDLODEOH�
from KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ�LQGH[�����GRZQORDG�. 

50� )RU�PRUH�LQIRUPDWLRQ�DERXW�WKH�FKDOOHQJHV�RI�SXUVXLQJ�D�ELQGLQJ�WUHDW\�RQ�EXVLQHVV�DQG�KXPDQ�
ULJKWV��VHH��-RKQ�*HUDUG�5XJJLH��Just business: Multinational corporations and human rights 
�1HZ�<RUN�&LW\��1HZ�<RUN��:��:��1RUWRQ�	�&RPSDQ\��������
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IV. How ICT Companies Can Better Respect Human Rights

This article has described the human rights risks associated with ICTs and traced 
the development of global frameworks to hold ICT companies accountable for 
UHVSHFWLQJ�KXPDQ�ULJKWV��6'*���F�DLPV�WR�VLJQL¿FDQWO\�LQFUHDVH�DFFHVV�WR�,&7V�LQ�
WKH�QH[W����\HDUV��7KLV�VHFWLRQ�GHVFULEHV�VSHFL¿F�PHDVXUHV�WKDW�,&7�FRPSDQLHV�
can take to ensure that this increased access does not compromise users’ rights.��

A. Clearly communicate company policies to users

ICTs make it easier for users to communicate with each other across time and 
GLVWDQFH��+RZHYHU��FRPSDQLHV�VKRXOG�DOVR�FRPPXQLFDWH�ZLWK� WKHLU�RZQ�XVHUV�
LQ�D�FOHDU��DFFHVVLEOH��DQG�RUJDQL]HG�ZD\��QRWDEO\�E\�LPSURYLQJ�WKHLU�WHUPV�RI�
service and privacy policies. These policies dictate what users can do on the 
SODWIRUP�DQG�RXWOLQH�FRPSDQ\�SUDFWLFHV�UHJDUGLQJ�WKH�FROOHFWLRQ��XVH��VKDULQJ��
and retention of user information. Companies require users to agree to these 
terms; anyone who disagrees with them has little option but to avoid using the 
SODWIRUP��:KLOH�PDQ\�SROLFLHV�WDNH�WKLV� WR�UHSUHVHQW�XVHU�FRQVHQW�� LQ�SUDFWLFH��
it creates the illusion of consent.52� 6LJQL¿FDQW� ZRUN� UHPDLQV� WR� LPSURYH� WKLV�
SURFHVV�� EXW� DW� DQ� DEVROXWH� PLQLPXP�� FRPSDQLHV� VKRXOG�PDNH� WKHLU� SROLFLHV�
publicly available and provide translations in the languages commonly spoken 
E\�XVHUV�� ,Q� DGGLWLRQ�� FRPSDQLHV� VKRXOG�SURYLGH�XVHUV�PHDQLQJIXO� QRWLFH� DQG�
documentation of changes to these policies.

Laws sometimes require companies to act in ways that put human rights at 
ULVN��IRU�LQVWDQFH��E\�FHQVRULQJ�VSHHFK�RU�VKXWWLQJ�GRZQ�D�QHWZRUN��&RPSDQLHV�
VKRXOG�H[SODLQ��LQ�D�ZD\�WKDW�XVHUV�FDQ�XQGHUVWDQG��ZKDW�ODZV�DQG�UHJXODWLRQV�
DIIHFW�XVHUV¶�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�LQ�WKH�MXULVGLFWLRQV�ZKHUH�WKH\�
RSHUDWH��7KHVH�H[SODQDWLRQV�VKRXOG�GHVFULEH�KRZ�FRPSDQLHV�FRPSO\�ZLWK�WKRVH�
laws and what that compliance means for users.

&RPSDQLHV�VKRXOG�DOVR�FOHDUO\�H[SODLQ�KRZ�WKH\�FROOHFW��XVH��VKDUH��DQG�UHWDLQ�
information from their users. Users should be able to understand what information 
about them the company collects; when and how it collects that information; 
whether the collection is optional; what information about users the company 
VKDUHV��ZLWK�ZKRP��DQG�ZK\��ZKHWKHU�WKH�VKDULQJ�LV�RSWLRQDO��ZKHWKHU�XVHUV�FDQ�
��� 5DQNLQJ�'LJLWDO� 5LJKWV�� ³����� FRUSRUDWH� DFFRXQWDELOLW\� LQGH[´�� 1RYHPEHU� ������$YDLODEOH�

from KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ�LQGH[�����DVVHWV�VWDWLF�GRZQORDG�5'5LQGH[����UHSRUW�
pdf. 

52� (PLO\�7D\ORU��³7KH�SULYDWL]DWLRQ�RI�KXPDQ�ULJKWV��,OOXVLRQV�RI�FRQVHQW��DXWRPDWLRQ�DQG�QHXWUDO-
LW\´��Global Commission on Internet Governance Paper Series��1R�� ��� �:DWHUORR��&DQDGD��
&HQWUH�IRU�,QWHUQDWLRQDO�*RYHUQDQFH�,QQRYDWLRQ�DQG�&KDWKDP�+RXVH��-DQXDU\��������$YDLODEOH�
IURP��KWWSV���ZZZ�FLJLRQOLQH�RUJ�VLWHV�GHIDXOW�¿OHV�JFLJBQR��BZHEB��SGI��S�����
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access their own information; for how long the company retains information 
about users; and whether and how it destroys information after users delete their 
accounts or cancel their service.
B.  Institutionalize human rights commitments throughout the company
%H\RQG�PDNLQJ�SXEOLF�FRPPLWPHQWV�WR�UHVSHFW�XVHUV¶�ULJKWV��FRPSDQLHV�VKRXOG�
DOVR�GLVFORVH�HYLGHQFH�WKDW� WKH\�KDYH�LQVWLWXWLRQDOL]HG�WKHVH�FRPPLWPHQWV��IRU�
H[DPSOH�E\�LQFRUSRUDWLQJ�KXPDQ�ULJKWV�LQWR�HPSOR\HH�WUDLQLQJ�DQG�PDLQWDLQLQJ�
a whistle-blower program through which employees can report concerns related 
WR�KRZ�WKH�FRPSDQ\�WUHDWV�LWV�XVHUV¶�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�ULJKWV��
7KLV� EROVWHUV� FRQ¿GHQFH� WKDW� FRPSDQLHV� ZLOO� KRQRXU� DQG� LPSOHPHQW� VXFK�
commitments even when leaders come and go.
2QH�RI� WKH�PRVW�PHDQLQJIXO�VWHSV�FRPSDQLHV�FDQ�WDNH�LV� WR�UHJXODUO\�FRQGXFW�
KXPDQ� ULJKWV� ULVN� DVVHVVPHQWV� �+5,$V�� WR� GHWHUPLQH� KRZ� WKHLU� SURGXFWV��
VHUYLFHV��DQG�EXVLQHVV�RSHUDWLRQV�DIIHFW�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\��6XFK�
assessments are particularly salient when companies plan to enter new markets 
RU�DSSHDO� WR�QHZ�JURXSV�RI�XVHUV�� DV� WKH�KXPDQ� ULJKWV� ULVNV�SHRSOH� IDFH�YDU\�
EDVHG�RQ�QDWLRQDO�DQG�FXOWXUDO�FRQWH[W��7KH������$JHQGD�FDOOV� IRU�DOO�SHRSOH��
LUUHVSHFWLYH�RI�DJH��JHQGHU��RU�DQ\�YXOQHUDEOH�RU�PDUJLQDOL]HG�VWDWXV��WR�SDUWLFLSDWH�
IXOO\�LQ�VRFLHW\��DQG�DQ�+5,$�LV�RQH�WRRO�WR�KHOS�FRPSDQLHV�XQGHUVWDQG�KRZ�WR�
PLWLJDWH�DQ\�ULVNV�WKDW�SHRSOH�IURP�PDUJLQDOL]HG�SRSXODWLRQV�IDFH�ZKHQ�XVLQJ�
their technologies.
While it would be counterproductive for companies to publish all details of their 
DVVHVVPHQW� SURFHVVHV� DQG� ¿QGLQJV53 several companies disclose information 
DERXW�WKH�IDFW�WKDW�WKH\�FRQGXFW�DVVHVVPHQWV��DV�ZHOO�DV�EDVLF�LQIRUPDWLRQ�DERXW�
WKH�VFRSH��IUHTXHQF\��DQG�XVH�RI� WKHVH�DVVHVVPHQWV�� ,I�EXVLQHVV�RSHUDWLRQV�DUH�
QRW� FRPSDWLEOH�ZLWK� UHVSHFW� IRU� KXPDQ� ULJKWV�� FRPSDQLHV�PD\�QHHG� WR�GLYHVW�
IURP�FHUWDLQ�PDUNHWV��)RU�H[DPSOH�� WKH�6ZHGLVK� WHOHFRPPXQLFDWLRQV�RSHUDWRU�
7HOLD6RQHUD� EHJDQ� FRQGXFWLQJ�+5,$V� LQ� ����� DIWHU� FRQWURYHUVLHV� FRQFHUQLQJ�
its subsidiaries’ involvement in political repression in Belarus and corruption 
VFDQGDOV�LQ�$]HUEDLMDQ�DQG�8]EHNLVWDQ�54�,Q�������7HOLD6RQHUD�DQQRXQFHG�WKDW�
LW�ZDV�H[LWLQJ�WKH�(XUDVLDQ�PDUNHW��6LQFH�WKHQ��WKH�FRPSDQ\�KDV�PDGH�VHYHUDO�

53� )RU�H[DPSOH��WKH�+5,$�SURFHVV�RIWHQ�LQYROYHV�FRQVXOWDWLRQV�ZLWK�FLYLO�VRFLHW\�RUJDQL]DWLRQV�
WKDW�KDYH� UHOHYDQW�H[SHUWLVH�RQ�KXPDQ�ULJKWV�VLWXDWLRQV� LQ�D�JLYHQ�FRXQWU\��3XEOLFL]LQJ�VXFK�
FRQWDFWV�PD\�SXW�WKRVH�RUJDQL]DWLRQV�DW�ULVN�

54� %XVLQHVV�	�+XPDQ�5LJKWV�5HVRXUFH�&HQWUH��³1*2�DOOHJHV�7HOLD6RQHUD�FRQWULEXWLQJ�WR�UHSUHV-
VLRQ�LQ�%HODUXV´�����6HSWHPEHU�������$YDLODEOH�IURP�https://business-humanrights.org/en/ngo-
alleges-teliasonera-contributing-to-repression-in-belarus��%XVLQHVV�	�+XPDQ�5LJKWV�5HVRXUFH�
&HQWUH��³1*2�DOOHJHV�7HOLD6RQHUD�SXOOV�RXW�RI�(XUDVLD�PDUNHW�EHFDXVH�RI�FRUUXSWLRQ�VFDQGDOV�
LQ�$]HUEDLMDQ�	�8]EHNLVWDQ��&RPSDQ\� UHVSRQGV´�� ��2FWREHU� � ������$YDLODEOH� IURP�https://
business-humanrights.org/en/ngo-alleges-teliasonera-pulls-out-of-eurasia-market-because-of-
FRUUXSWLRQ�VFDQGDOV�LQ�D]HUEDLMDQ�X]EHNLVWDQ�FRPSDQ\�UHVSRQGV. 
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public statements supporting users’ rights in relation to legal developments 
LQ� 0ROGRYD� DQG� 7DMLNLVWDQ�� DQG� DQ� ,QWHUQHW� VKXWGRZQ� LQ� .D]DNKVWDQ�55 The 
FRPSDQ\�DOVR�FRPPLWWHG�WR�FDUU\LQJ�RXW�IXUWKHU�+5,$V�LQ�(XUDVLD�WR�LQWHJUDWH�
human rights in the divestment process and provide recommendations to the 
operating companies’ current and future owners on how to manage and mitigate 
human rights impacts.��

C.  Provide transparency on the extent to which companies restrict content 
and release user information

Companies should improve transparency regarding all types of third-party 
requests they receive to restrict content or share user information. These include 
UHTXHVWV� IURP� JRYHUQPHQW� DJHQFLHV�� ODZ� HQIRUFHPHQW�� FRXUWV�� SULYDWH� HQWLWLHV�
RU� LQGLYLGXDOV��)RU�H[DPSOH��D�SULYDWH�HQWLW\�FDQ� UHTXHVW�D�ZHEVLWH� WR� UHPRYH�
FRQWHQW�WKDW�LQIULQJHV�FRS\ULJKW��RU�D�ODZ�HQIRUFHPHQW�DJHQF\�FDQ�UHTXHVW�DFFHVV�
to real-time user information to police a social movement. Such transparency 
reporting on government requests for user information has already become a 
VWDQGDUG�SUDFWLFH�DFURVV�WKH�,&7�LQGXVWU\��$V�RI�HDUO\����������,&7�FRPSDQLHV�
had issued at least one transparency report disclosing a range of information 
DERXW�UHTXHVWV�IURP�JRYHUQPHQWV��FRXUWV��DQG�RWKHU�HQWLWLHV�WR�UHVWULFW�FRQWHQW�RU�
share user information.57�7KHVH�UHSRUWV�PD\�LQFOXGH�WKH�QXPEHU�RI�UHTXHVWV��KRZ�
RIWHQ� FRPSDQLHV� FRPSO\�� DQG� WKH�SURFHVVHV� FRPSDQLHV� IROORZ�ZKHQ�GHFLGLQJ�
how to respond to requests.

/LNHZLVH�� FRPSDQLHV� VKRXOG� DOVR� GLVFORVH� PHDQLQJIXO� LQIRUPDWLRQ� DERXW� WKH�
volume and nature of content and/or accounts that companies themselves restrict 
when enforcing their terms of service. While best practices regarding the optimal 

55� 7HOLD�&RPSDQ\��³5HVSHFWLQJ�IUHHGRP�RI�H[SUHVVLRQ��7HOLD�FRPSDQ\�YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�
0ROGRYD´�����$SULO�������$YDLODEOH� IURP�http://www.teliacompany.com/en/newsroom/news/
QHZV�QHZV�DUWLFOHV������UHVSHFWLQJ�IUHHGRP�RI�H[SUHVVLRQ��WHOLD�FRPSDQ\�YLHZ�RQ�QHZ�OHJ-
islation-in-moldova/��7HOLD�&RPSDQ\��³5HVSHFWLQJ�IUHHGRP�RI�H[SUHVVLRQ��,QIRUPDWLRQ�DERXW�
DQG�7HOLD�FRPSDQ\�YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�7DMLNLVWDQ´����-XQH�������$YDLODEOH�IURP�http://
ZZZ�WHOLDFRPSDQ\�FRP�HQ�QHZVURRP�QHZV�QHZV�QHZV�DUWLFOHV������UHVSHFWLQJ�IUHHGRP�RI�
H[SUHVVLRQ��LQIRUPDWLRQ�DERXW�DQG�WHOLD�FRPSDQ\�YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�WDMLNLVWDQ; Telia 
Company��³5HVSHFWLQJ�IUHHGRP�RI�H[SUHVVLRQ��5HFHQW�PDMRU�HYHQW�DV�WR�VHUYLFH�OLPLWDWLRQV�LQ�
.D]DNKVWDQ��-XQH�����´����-XO\�������$YDLODEOH�IURP

 KWWS���ZZZ�WHOLDFRPSDQ\�FRP�HQ�QHZVURRP�QHZV�QHZV�QHZV�DUWLFOHV������5HVSHFWLQJ� 
)UHHGRP�RI�([SUHVVLRQ�5HFHQW�PDMRU�HYHQW�DV�WR�VHUYLFH�OLPLWDWLRQV�. 

��� 7HOLD6RQHUD�´�+XPDQ�ULJKWV�LPSDFW�DVVHVVPHQWV��)RFXV�RQ�UHJLRQ�(XUDVLD´����1RYHPEHU�������
Available from KWWS���DQQXDOUHSRUWV�WHOLDVRQHUD�FRP�HQ������VXVWDLQDELOLW\�ZRUN�KXPDQ�
rights-impact-/. 

57� 7KHVH� FRPSDQLHV� LQFOXGH� $PD]RQ�� $SSOH�� $7	7�� &LVFR�� 'HXWVFKH� 7HOHNRP�� )DFHERRN��
*RRJOH��.DNDR�� /LQNHG,Q��0LFURVRIW��1DYHU��2UDQJH��5RJHUV��7HOHQRU��7HOLDVRQHUD��7ZLWWHU��
9RGDIRQH�� DQG�<DKRR��6HH�$FFHVV1RZ�� ³7UDQVSDUHQF\� UHSRUWLQJ� LQGH[´����1RYHPEHU�������
Available from KWWSV���ZZZ�DFFHVVQRZ�RUJ�WUDQVSDUHQF\�UHSRUWLQJ�LQGH[�. 
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IRUP� RI� ±� DQG� DSSURDFK� WR� ±� VXFK� GLVFORVXUHV� DUH� VWLOO� HPHUJLQJ�� FRPSDQLHV�
should engage with stakeholders to determine what information related to terms 
of service enforcement would bolster trust and accountability.

D. Enable users to keep themselves secure

&RPSDQLHV� VKRXOG� FRPPXQLFDWH� EDVLF� LQIRUPDWLRQ� DERXW� DFFRXQW� DFFHVV��
HQFU\SWLRQ�RI�GDWD�LQ�WUDQVLW�DQG�DW�UHVW��DQG�GHOLYHU\�RI�VRIWZDUH�VHFXULW\�XSGDWHV��
They should also publish educational materials to help users mitigate security 
WKUHDWV��$V�WKH�6'*V�HQFRXUDJH�JUHDWHU�DFFHVV�WR�,&7V��WKHVH�HGXFDWLRQDO�HIIRUWV�
will be vital to ensure that users understand the risks and vulnerabilities they 
IDFH�ZKHQ�DGRSWLQJ�QHZ�WHFKQRORJ\��&RPSDQLHV�VKRXOG�DOVR�ZRUN�ZLWK�H[WHUQDO�
VHFXULW\� UHVHDUFKHUV� WR� GLVFRYHU� YXOQHUDELOLWLHV�� ,Q�$XJXVW� ������ UHVHDUFKHUV�
IURP�WKH�8QLYHUVLW\�RI�7RURQWR¶V�&LWL]HQ�/DE�DQG�/RRNRXW�6HFXULW\�GLVFRYHUHG�
D�SDUWLFXODUO\�LQVLGLRXV�DWWDFN�WKDW�DOORZHG�DQ�DGYHUVDU\�WR�WXUQ�D�WDUJHW¶V�L26�
GHYLFH�LQWR�D�URYLQJ�EXJ��7KH�DWWDFN��DWWULEXWHG�WR�,VUDHOL�FRPSDQ\�162��UHOLHG�
RQ�WKUHH�GLVWLQFW�³]HUR�GD\´�YXOQHUDELOLWLHV58 and has been used against a human 
ULJKWV�GHIHQGHU�LQ�WKH�8QLWHG�$UDE�(PLUDWHV��VHYHUDO�MRXUQDOLVWV�LQ�0H[LFR��DQG�
potentially others. Apple developed and issued a security update within days of 
learning about it.59

&RPSDQLHV�WKDW�DUH�VHULRXV�DERXW�PD[LPL]LQJ�XVHUV¶�VHFXULW\�VKRXOG�HQDEOH�XVHUV�
to fully encrypt their content in a way that companies themselves cannot access 
LW�� 6XFK� ³HQG�WR�HQG´� RU� ³]HUR�NQRZOHGJH´� HQFU\SWLRQ� ZRXOG� KHOS� UHDVVXUH�
XVHUV�WKDW�WKHLU�SULYDWH�FRPPXQLFDWLRQV�DUH�PRUH�VHFXUH�DJDLQVW�GDWD�EUHDFKHV��
LQWHUFHSWLRQ��DQG�VKDULQJ�ZLWK�WKLUG�SDUWLHV��DQG�WKDW�VXFK�LQIRUPDWLRQ�FDQ�RQO\�
be accessed by the desired recipients.

E. Provide grievance and remedy mechanisms for users

8QGHU�WKH�*XLGLQJ�3ULQFLSOHV��FRPSDQLHV�DQG�VWDWHV�VKDUH�D�GXW\�WR�RIIHU�HIIHFWLYH�
UHPHGLHV�WR�XVHUV�ZKRVH�ULJKWV�KDYH�EHHQ�YLRODWHG��*ULHYDQFH�PHFKDQLVPV�DQG�
remedy processes should be more prominently available to users. Companies 
should more clearly indicate that they accept concerns related to potential or 
DFWXDO�YLRODWLRQV�RI�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\�DV�SDUW�RI�WKHVH�SURFHVVHV��
%H\RQG� WKLV��GLVFORVXUH�DERXW�KRZ�FRPSDQLHV�SURFHVV�FRPSODLQWV��DORQJ�ZLWK�
58� :ULWWHQ�DV�HLWKHU�³]HUR�GD\´�RU�³��GD\�´�WKLV�UHIHUV�WR�D�ZHDNQHVV�LQ�D�VRIWZDUH�SURJUDP�WKDW�

LV�XQNQRZQ�WR�WKH�YHQGRU�DQG�H[SORLWHG�E\�KDFNHUV�EHIRUH�WKH�YHQGRU�KDV�D�FKDQFH�WR�LVVXH�D�
VHFXULW\�SDWFK��7KH�WHUP�UHIHUV�WR�WKH�QXPEHU�RI�GD\V��]HUR��WKDW�WKH�YHQGRU�KDV�KDG�WR�GHYHORS�
a software update to defend against the attack.

59� %LOO�0DUF]DN�DQG�-RKQ�6FRWW�5DLOWRQ��³7KH�PLOOLRQ�GROODU�GLVVLGHQW��162�JURXS¶V�L3KRQH�]HUR�
days used against a UAE human rights defender. Citizen Lab�����$XJXVW�������$YDLODEOH�IURP�
KWWSV���FLWL]HQODE�RUJ���������PLOOLRQ�GROODU�GLVVLGHQW�LSKRQH�]HUR�GD\�QVR�JURXS�XDH�. 
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JHQHUDO�UHSRUWLQJ�RQ�FRPSODLQWV�DQG�RXWFRPHV��ZRXOG�KHOS�VWDNHKROGHUV�HQVXUH�
WKDW�FRPSDQLHV�WDNH�JULHYDQFH�DQG�UHPHG\�SURFHVVHV�VHULRXVO\��0DUNLQJ�D�VWHS�LQ�
WKH�ULJKW�GLUHFWLRQ��7ZLWWHU�FUHDWHG�D�7UXVW�DQG�6DIHW\�&RXQFLO�LQ�)HEUXDU\������
WKDW� LQFOXGHV�GR]HQV�RI� FLYLO� VRFLHW\�RUJDQL]DWLRQV� DQG� LQGLYLGXDOV� WR� SURYLGH�
LQSXW�RQ�KRZ�WKH�FRPSDQ\�FDQ�EHWWHU�EDODQFH�LWV�IUHH�H[SUHVVLRQ�YDOXHV�ZLWK�WKH�
need to protect its users.��

F.  Engage with policymakers for changes that will help companies better 
respect users’ rights

)LQDOO\�� FRPSDQLHV� VKRXOG� DGYRFDWH� IRU� OHJDO� DQG� UHJXODWRU\� FKDQJHV� WKDW�
VXSSRUW� WKHLU� DELOLW\� WR� UHVSHFW�XVHUV¶� IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\��7KH�
�����$JHQGD�UHSHDWHGO\�FDOOV�XSRQ�QDWLRQDO�JRYHUQPHQWV�WR�UHIRUP�OHJLVODWLRQ��
and ICT companies can work with governments to address human rights and 
GHYHORSPHQW�JRDOV�VLPXOWDQHRXVO\��)RU�H[DPSOH��QDWLRQDO�OHJLVODWLRQ�LQ�VHYHUDO�
countries prevents companies from engaging in transparency reporting around 
government requests for user information. Companies should work with civil 
society advocates and responsible investors to convince national governments to 
HQDFW�OHJDO�DQG�UHJXODWRU\�UHIRUP�WKDW�PD[LPL]HV�XVHUV¶�IUHHGRP�RI�H[SUHVVLRQ�
DQG� SULYDF\�� *RYHUQPHQWV� LQ� WXUQ� PXVW� HYDOXDWH� WKHVH� FRUSRUDWH� DGYRFDF\�
appeals while remaining vigilant about regulatory capture and ensuring that their 
SROLFLHV�GR�QRW�XQGHUPLQH�FRPSHWLWLRQ�RU�OLPLW�FLWL]HQV¶�DELOLW\�WR�DFFHVV�WKH�IUHH�
and open Internet. 

V.  How Governments Can Help ICT Companies Better
 Respect Users’ Rights

&RKHVLYH��QDWLRQDOO\�RZQHG�VWUDWHJLHV�DUH�FHQWUDO�WR�PHHWLQJ�WKH�6'*V��� Within 
WKLV�IUDPHZRUN��JRYHUQPHQWV�FDQ�DOVR�KHOS�IRVWHU�DQ�HFRV\VWHP�WKDW�VXSSRUWV��
UDWKHU�WKDQ�FKDOOHQJHV��,QWHUQHW�LQWHUPHGLDULHV¶�DELOLW\�WR�UHVSHFW�KXPDQ�ULJKWV��
Some operating environments lack fundamental governance tools such as respect 
IRU�UXOH�RI�ODZ��DQ�LQGHSHQGHQW�MXGLFLDU\��DQG�VXI¿FLHQW�OHJDO��SROLF\PDNLQJ��DQG�
WHFKQLFDO� FDSDFLW\� DPRQJ�FLYLO� VHUYDQWV�� ,PSURYHPHQW�RQ� WKRVH� IURQWV�ZRXOG��
RI�FRXUVH��\LHOG�P\ULDG�EHQH¿WV�EH\RQG�JUHDWHU�UHVSHFW�IRU�XVHUV¶�GLJLWDO�ULJKWV��
)RU�VWDWHV�WKDW�GR�KDYH�VXFK�JRYHUQDQFH�VWUXFWXUHV�LQ�SODFH��WKLV�VHFWLRQ�RIIHUV�
recommendations for ways that governments can advance users’ digital rights.

A. Assess the human rights impacts of laws

$V�GLVFXVVHG�DERYH��WKH�*1,�DQG�5'5�VWDQGDUGV�H[SHFW�FRPSDQLHV�WR�FRQGXFW�
LPSDFW� DVVHVVPHQWV� WR� HYDOXDWH� KRZ� WKHLU� EXVLQHVV� GHFLVLRQV�� LQFOXGLQJ� WKRVH�
��� &KDUOLH�:DU]HO��A honeypot... supra note 22.
��� $�5(6������
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DERXW�QHZ�SURGXFWV�RU�IHDWXUHV��DIIHFW�KXPDQ�ULJKWV��/HJLVODWLYH�ERGLHV�VKRXOG�
FRQGXFW�VLPLODU�DVVHVVPHQWV�RQ�H[LVWLQJ�DV�ZHOO�DV�SURSRVHG�ODZV�DQG�UHJXODWLRQV�
DQG�UHYLVH�WKRVH�WKDW�LPSHULO�FLWL]HQV¶�KXPDQ�ULJKWV�

)RU� H[DPSOH�� LQWHUPHGLDU\� OLDELOLW\� ODZV�� ZKLFK� ³IRUPDOL]H� JRYHUQPHQW�
H[SHFWDWLRQV� IRU� KRZ� DQ� LQWHUPHGLDU\� PXVW� KDQGOH� µWKLUG�SDUW\¶� FRQWHQW� RU�
FRPPXQLFDWLRQV�´�VLJQL¿FDQWO\�DIIHFW�WKH�H[WHQW�WR�ZKLFK�FRPSDQLHV�FDQ�SURPRWH�
RU� OLPLW� IUHHGRP� RI� H[SUHVVLRQ��� Countries can adopt distinct intermediary 
OLDELOLW\� UHJLPHV� IRU� GLIIHUHQW� W\SHV� RI� FRQWHQW�� ,Q� WKH�8QLWHG� 6WDWHV�� 6HFWLRQ�
230 of the Communications Decency Act generally shields intermediaries 
IURP�UHVSRQVLELOLW\�IRU�WKH�FRQWHQW�WKHLU�XVHUV�SRVW�RU�VKDUH�RQ�WKHLU�SODWIRUPV��
and from liability that stems from company decisions to remove content in 
accordance with their own terms. These protections mean that companies in the 
United States are not legally pressured to monitor the content on their services 
DQG�DUH�HPSRZHUHG�WR�RSHUDWH�WKHLU�EXVLQHVV�DV�WKH\�VHH�¿W��WKRXJK�KXPDQ�ULJKWV�
QRUPV�DQG�VWDQGDUGV�HPSKDVL]H�WKDW�FRPSDQLHV�VKRXOG�EH�WUDQVSDUHQW�DERXW�KRZ�
they do so). 

Intermediaries in the United States do not receive such broad immunity for 
FRQWHQW�WKDW�PD\�LQIULQJH�FRS\ULJKW��7KH�FRXQWU\¶V�'LJLWDO�0LOOHQQLXP�&RS\ULJKW�
$FW�WDNHV�ZKDW�LV�NQRZQ�DV�D�³QRWLFH�DQG�WDNHGRZQ´�DSSURDFK�WR�LQWHUPHGLDU\�
liability. Companies are generally not liable if they unknowingly host material 
WKDW� LQIULQJHV� FRS\ULJKW�� KRZHYHU�� LI� WKH\� UHFHLYH�QRWLFH� DOOHJLQJ� WKDW� FRQWHQW�
RQ�WKHLU�SODWIRUP�YLRODWHV�FRS\ULJKW��WKH\�FDQ�EH�KHOG�OLDEOH�IRU�OHWWLQJ�LW�UHPDLQ�
available. While the law enables individuals whose content is restricted to protest 
WKH� UHPRYDO�� WKH� ODZ� LQFHQWLYL]HV�FRPSDQLHV�³WR� UHPRYH�FRQWHQW� LPPHGLDWHO\�
DIWHU�UHFHLYLQJ�QRWLFH��UDWKHU�WKDQ�LQYHVWLQJ�UHVRXUFHV�WR�LQYHVWLJDWH�WKH�YDOLGLW\�
of the request and risk a lawsuit. Legitimate content can end up being censored 
DV�D�FRQVHTXHQFH�´��

)LQDOO\�� FRXQWULHV� LQFOXGLQJ� &KLQD� DQG� 7KDLODQG� PDLQWDLQ� VWULFW� LQWHUPHGLDU\�
liability regimes where intermediaries are responsible for content that appears on 
WKHLU�SODWIRUPV��&RPSDQLHV�WKHUH�FDQ�IDFH�VHULRXV�FRQVHTXHQFHV��UDQJLQJ�IURP�
¿QHV� WR�UHYRFDWLRQ�RI� WKHLU�RSHUDWLQJ� OLFHQVH�� LI�SURKLELWHG�FRQWHQW�DSSHDUV�RQ�
their platforms.���7KLV�WKUHDW�LQFHQWLYL]HV�FRPSDQLHV�WR�SURDFWLYHO\�PRQLWRU�DQG�
FHQVRU�FRQWHQW�RQ�WKHLU�SODWIRUPV��SRVLQJ�REYLRXV�FKDOOHQJHV�WR�IUHH�H[SUHVVLRQ�
ULJKWV�� 7KH� 0DQLOD� 3ULQFLSOHV� RQ� ,QWHUPHGLDU\� /LDELOLW\� UHSUHVHQW� D� JOREDOO\�

��� 5HEHFFD�0DF.LQQRQ�DQG�RWKHUV��Fostering freedom... VXSUD�QRWH����S�����
��� ,GHP��S�����
�� Ibidem.
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accepted framework that calls for very limited liability for companies.�� As a 
¿UVW�VWHS�JRYHUQPHQWV��FDQ�HYDOXDWH�WKHLU�RZQ�LQWHUPHGLDU\�OLDELOLW\�ODZV�DJDLQVW�
these standards to identify areas where laws can change to better protect users’ 
IUHH�H[SUHVVLRQ�ULJKWV�

5HJDUGLQJ� SULYDF\� ULJKWV�� JRYHUQPHQWV� FDQ� HYDOXDWH� WKH� H[WHQW� WR�ZKLFK� DQ\�
SULYDF\�RU�GDWD�SURWHFWLRQ�ODZV�DGKHUH�WR�VXFK�VWDQGDUGV�DV�WKH�2UJDQL]DWLRQ�IRU�
(FRQRPLF�&RRSHUDWLRQ�DQG�'HYHORSPHQW��2(&'��3ULYDF\�*XLGHOLQHV�� or the 
&RGH� RI� )DLU� ,QIRUPDWLRQ�3UDFWLFH�¿UVW� SURSRVHG� E\� WKH� WKHQ�86�'HSDUWPHQW�
RI� +HDOWK�� (GXFDWLRQ� DQG� :HOIDUH���� ,Q� VRPH� FRXQWULHV�� GDWD� UHWHQWLRQ� ODZV�
PDQGDWH� FRPSDQLHV� WR� VWRUH� XVHU� LQIRUPDWLRQ� IRU� D� VSHFL¿F� DPRXQW� RI� WLPH��
Lengthy retention periods can pose security and surveillance risks to users. The 
PRUH�GDWD�FRPSDQLHV�NHHS��WKH�PRUH�GDWD�LV�DYDLODEOH�IRU�FULPLQDOV��FRPSDQLHV��
JRYHUQPHQWV��RU�RWKHU� WKLUG�SDUWLHV� WR�DFFHVV��*RYHUQPHQWV�VKRXOG�UHYLHZ�WKH�
H[WHQW�WR�DQ\�GDWD�UHWHQWLRQ�UHJXODWLRQV�PD\�SRVH�D�WKUHDW�WR�KXPDQ�ULJKWV�

*RYHUQPHQWV� VKRXOG� DOVR� HYDOXDWH� DQ\� ODZV� RU� UHJXODWLRQV� WKDW� FDQ� EH�
LQWHUSUHWHG�DV�DXWKRUL]LQJ�PDVV�VXUYHLOODQFH�WR�HQVXUH�VXFK�ODZV�DGKHUH�WR�WKH�
,QWHUQDWLRQDO�3ULQFLSOHV�RQ�WKH�$SSOLFDWLRQ�RI�+XPDQ�5LJKWV�WR�&RPPXQLFDWLRQV�
Surveillance.��� 7KHVH� ³QHFHVVDU\� DQG� SURSRUWLRQDWH´� SULQFLSOHV� DSSO\�
international human rights law to modern digital surveillance and articulate the 
FLUFXPVWDQFHV� LQ� ZKLFK� VXUYHLOODQFH�� FRQGXFWHG� ZLWKLQ� DQG� EH\RQG� D� VWDWH¶V�
ERUGHUV�� LV� SHUPLVVLEOH��7KH� SULQFLSOHV� LQFOXGH� D� JOREDO� OHJDO� DQDO\VLV� DQG� DQ�
LPSOHPHQWDWLRQ�JXLGH�ZLWK�FKHFNOLVWV�DQG�H[DPSOHV�WR�KHOS�JRYHUQPHQW�RI¿FLDOV�
RSHUDWLRQDOL]H�WKH�SULQFLSOHV��

B. Provide transparency on requests for companies to restrict content or 
share user information

This article has referenced the transparency reports that many intermediaries 
publish to disclose the volume and nature of requests they receive to restrict 
content and/or release user information. While this reporting sheds light on the 
H[WHQW� WR�ZKLFK�FRPSDQLHV�DUH�FRPSHOOHG� WR�DFW� LQ�ZD\V� WKDW�PD\�XQGHUPLQH�
IUHH�H[SUHVVLRQ�DQG�SULYDF\��VXFK�D�SLFWXUH�FDQQRW�EH�FORVH� WR�FRPSUHKHQVLYH�

��� ³0DQLOD�SULQFLSOHV�RQ� LQWHUPHGLDU\� OLDELOLW\´��������$YDLODEOH� IURP�KWWSV���ZZZ�PDQLODSULQ-
ciples.org/.

��� 2UJDQL]DWLRQ�IRU�(FRQRPLF�&RRSHUDWLRQ�DQG�'HYHORSPHQW��³7KH�2(&'�SULYDF\�IUDPHZRUN´��
������$YDLODEOH�IURP�http://www.oecd.org/Internet/ieconomy/privacy-guidelines.htm. 

��� 8QLWHG�6WDWHV��'HSDUWPHQW�RI�+HDOWK�DQG�+XPDQ�6HUYLFHV��³5HFRUGV��FRPSXWHUV�DQG�WKH�ULJKWV�
RI� FLWL]HQV�� �� -XO\� ������$YDLODEOH� IURP� https://aspe.hhs.gov/report/records-computers-and-
ULJKWV�FLWL]HQV. 

��� ³,QWHUQDWLRQDO�SULQFLSOHV�RQ�WKH�DSSOLFDWLRQ�RI�KXPDQ�ULJKWV�WR�FRPPXQLFDWLRQV�VXUYHLOODQFH��
������$YDLODEOH�IURP�KWWSV���QHFHVVDU\DQGSURSRUWLRQDWH�RUJ��
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XQWLO�JRYHUQPHQWV�SURYLGH�WKH�VDPH�OHYHO�RI�WUDQVSDUHQF\��7KH�)UHHGRP�2QOLQH�
&RDOLWLRQ� IRXQG� WKH� SXEOLF� LQFUHDVLQJO\� H[SHFWV� VXFK� WUDQVSDUHQF\�� DQG� WKDW�
providing it can engender greater public trust in government activities related 
to law enforcement and national security.�� The coalition’s report provides 
H[DPSOHV�RI�VSHFL¿F�W\SHV�RI�WUDQVSDUHQF\�IURP�WKH�JRYHUQPHQWV�RI�$XVWUDOLD��
6ZHGHQ��WKH�8QLWHG�.LQJGRP��DQG�WKH�8QLWHG�6WDWHV�70

VI. Conclusion

,&7V�KDYH�FKDQJHG�SHRSOH¶V�OLYHV�ZRUOGZLGH��DQG�WKH\�SURPLVH�WR�EH�YDOXDEOH�
WRROV� LQ� DGYDQFLQJ� WKH� 6XVWDLQDEOH� 'HYHORSPHQW� *RDOV�� +RZHYHU�� PDQ\�
ICTs are provided by private companies that establish the rules by which 
WKHLU� SODWIRUPV� RSHUDWH�� HQIRUFH� WKRVH� UXOHV�� DQG� VHW� WKH� WHUPV� RI� DQ\� DSSHDO�
PHFKDQLVPV��7KLV�ÀLHV�LQ�WKH�IDFH�RI�PRGHUQ�JRYHUQDQFH�SULQFLSOHV��ZKLFK�KROG�
that such roles should fall under the purview of separate institutions. It also 
UDLVHV�D�QXPEHU�RI�FRQFHUQV�IRU�KXPDQ�ULJKWV��PDQ\�RI�ZKLFK� WKLV�DUWLFOH�KDV�
described. Several accountability mechanisms have arisen to address these gaps 
in governance. As the standards set forth by these mechanisms become more 
ZLGHO\�LPSOHPHQWHG��WKH�SXEOLF�ZLOO�JDLQ�JUHDWHU�LQVLJKW�LQWR�WKH�UROH�WKDW�VXFK�
companies play in human rights and will be better positioned to pressure them 
�DQG�WKH�JRYHUQPHQWV�WKDW�VRPHWLPHV�LQFHQWLYL]H�RU�HYHQ�FRPSHO�FRPSDQLHV�WR�
WDNH� VXFK� DFWLRQV�� WR�PD[LPL]H�� QRW� UHVWULFW�� KXPDQ� ULJKWV�� �$ZDUHQHVV� RI� WKH�
NH\�UROH�WKDW�,&7�FRPSDQLHV�SOD\�LV�HVSHFLDOO\�LPSRUWDQW�LQ�WKH�FRQWH[W�RI�WKH�
6'*V�� *RYHUQPHQWV�� ZLWK� DVVLVWDQFH� IURP� WKH� LQWHUQDWLRQDO� FRPPXQLW\�� DUH�
designing national plans for communications infrastructure and services that use 
,&7V�DQG��LQ�PDQ\�FDVHV��FRQWUDFW�LPSOHPHQWDWLRQ�WR�WKH�SULYDWH�VHFWRU��7KHVH�
FRPSDQLHV�FDQ�XVH�WKHLU�PDQGDWHV�UHVSRQVLEO\�WR�VWUHQJWKHQ�KXPDQ�ULJKWV��IRU�
H[DPSOH� E\� EXLOGLQJ� SULYDF\� VDIHJXDUGV� LQWR� VHUYLFH� GHOLYHU\� GDWDEDVHV�� RU�
WR� MHRSDUGL]H� WKHP�±�SHUKDSV� LUUHPHGLDEO\�±� IRU� H[DPSOH�� E\�EXLOGLQJ� FRYHUW�
access mechanisms into such databases. When choosing private sector partners 
IRU� ,&7�'� SURMHFWV�� JRYHUQPHQWV� DQG� WKH� GRQRU� FRPPXQLW\� VKRXOG� H[HUFLVH�
GXH�GLOLJHQFH� LQ�HYDOXDWLQJ�FRPSDQLHV¶�FRPPLWPHQW� WR�KXPDQ� ULJKWV��QRWDEO\�
SULYDF\� DQG� IUHH� H[SUHVVLRQ�� DQG� UHTXLUH� WKDW� SULYDWH�VHFWRU� SDUWQHUV� PHHW�

��� )UHHGRP� 2QOLQH� &RDOLWLRQ�� ³5HSRUW��:RUNLQJ� *URXS� �� 3ULYDF\� DQG� 7UDQVSDUHQF\� 2QOLQH´�
1RYHPEHU� ������ $YDLODEOH� IURP� https://www.freedomonlinecoalition.com/wp-content/up-
ORDGV���������)2&�:*��3ULYDF\�DQG�7UDQVSDUHQF\�2QOLQH�5HSRUW�1RYHPEHU������SGI. 

70� ,GHP��)RU� H[DPSOH�� WKH�$XVWUDOLDQ�DWWRUQH\�JHQHUDO� LVVXHV�DQQXDO� UHSRUWV� DERXW�JRYHUQPHQW�
interception of user information and use of surveillance devices. Sweden’s government reports 
statistics annually about interception and collection of user information. The British Intercep-
WLRQ�RI�&RPPXQLFDWLRQV�&RPPLVVLRQHU¶V�2I¿FH��,2&&2��FRQGXFWV�DQ�DQQXDO�DXGLW� LQWR�WKH�
FRXQWU\¶V�XVH�RI�LQWHUFHSWLRQ��DQG�WKH�8�6��1DWLRQDO�6HFXULW\�$JHQF\�KDV�DOVR�UHOHDVHG�VXUYHLO-
lance-related statistics.
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FHUWDLQ� VWDQGDUGV��$W� PLQLPXP�� WKHVH� VWDQGDUGV� VKRXOG� LQFOXGH� WUDQVSDUHQF\�
DERXW�FRPSDQ\�SROLFLHV�WKDW�DIIHFW�KXPDQ�ULJKWV��HYLGHQFH�WKDW�FRPSDQLHV�KDYH�
LQVWLWXWLRQDOL]HG�WKHLU�KXPDQ�ULJKWV�FRPPLWPHQWV��PHDVXUHV�WKDW�HQDEOH�XVHUV�WR�
NHHS� WKHPVHOYHV�VHFXUH��DQG�PHFKDQLVPV�IRU� UHPHG\�ZKHQ�XVHUV¶� ULJKWV�KDYH�
been violated.
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KWWSV���HF�HXURSD�HX�DQWL�� WUDI¿FNLQJ�VLWHV�DQWLWUDI¿FNLQJ�¿OHV�LQIRUPDWLRQB
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2QOLQH�5HSRUW�1RYHPEHU������SGI.
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*OREDO�1HWZRUN�,QLWLDWLYH��³7KH�*OREDO�1HWZRUN�,QLWLDWLYH�DQG�WKH�7HOHFRPPXQLFDWLRQV�
,QGXVWU\�'LDORJXH�MRLQ�IRUFHV�WR�DGYDQFH�IUHHGRP�RI�H[SUHVVLRQ�DQG�SULYDF\´��
�� )HEUXDU\� ������$YDLODEOH� IURP� https://www.globalnetworkinitiative.org/
news/global-network-initiative-and-telecommunications-industry-dialogue-
MRLQ�IRUFHV�DGYDQFH�IUHHGRP.

*OREDO�1HWZRUN�,QLWLDWLYH��³3ULQFLSOHV´����1RYHPEHU�������$YDLODEOH�IURP���http://
JOREDOQHWZRUNLQLWLDWLYH�RUJ�SULQFLSOHV�LQGH[�SKS.

,QWHUQDWLRQDO�7HOHFRPPXQLFDWLRQ�8QLRQ�DQG�8QLWHG�1DWLRQV�(GXFDWLRQDO��6FLHQWL¿F�
DQG� &XOWXUDO� 2UJDQL]DWLRQ�� 'RXEOLQJ� GLJLWDO� RSSRUWXQLWLHV�� (QKDQFLQJ� WKH�
inclusion of women & girls in the information society: A report by the 
%URDGEDQG�&RPPLVVLRQ�:RUNLQJ�*URXS�RQ�%URDGEDQG�DQG�*HQGHU��*HQHYD��
6ZLW]HUODQG�� �������$YDLODEOH� IURP� KWWS���ZZZ�EURDGEDQGFRPPLVVLRQ�RUJ�
GRFXPHQWV�ZRUNLQJ�JURXSV�EE�GRXEOLQJ�GLJLWDO������SGI���
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-HVVLFD�9DOHQWL��³$QLWD�6DUNHHVLDQ�LQWHUYLHZ��µ7KH�ZRUG�³7UROO´�IHHOV�WRR�FKLOGLVK��
7KLV� LV� DEXVH�¶´� *XDUGLDQ�� ���$XJXVW� ������$YDLODEOH� IURP� https://www.
WKHJXDUGLDQ�FRP�WHFKQRORJ\������DXJ����DQLWD�VDUNHHVLDQ�JDPHUJDWH�
LQWHUYLHZ�MHVVLFD�YDOHQWL.

-RKQ�*HUDUG� 5XJJLH�� -XVW� EXVLQHVV��0XOWLQDWLRQDO� FRUSRUDWLRQV� DQG� KXPDQ� ULJKWV�
�1HZ�<RUN�&LW\��1HZ�<RUN��:��:��1RUWRQ�	�&RPSDQ\��������

-RKQ�3RVWLOO��³)UHHGRP�WHFKQRORJLVWV�DQG�WKH�QHZ�SURWHVW�PRYHPHQWV��$�WKHRU\�RI�SURWHVW�
IRUPXODV´�� &RQYHUJHQFH�� 7KH� ,QWHUQDWLRQDO� -RXUQDO� RI� 5HVHDUFK� LQWR� 1HZ�
0HGLD�7HFKQRORJLHV��YRO������1R�����������GRL��������������������������

-RQ�'LDPRQG��³/LEHUDWLRQ�WHFKQRORJ\´��-RXUQDO�RI�'HPRFUDF\��YRO������1R�����������

/DXUD� 'H1DUGLV� DQG�$QGUHD�0�� +DFNO�� ³,QWHUQHW� FRQWURO� SRLQWV� DV� /*%7� ULJKWV�
PHGLDWLRQ´��,QIRUPDWLRQ��&RPPXQLFDWLRQ�	�6RFLHW\��YRO�����1R������������
GRL����������������;��������������

/DXUD�'H1DUGLV��7KH�JOREDO�ZDU�IRU�,QWHUQHW�JRYHUQDQFH��1HZ�+DYHQ��&RQQHFWLFXW��
<DOH�8QLYHUVLW\�3UHVV��������

/\]�/HQ]��³,QVLGH�WKH�SV\FKH�RI�D�WUROO�ZKR�WKUHDWHQV�D�FKLOG�´�'DLO\�'RW����$XJXVW�
������ $YDLODEOH� IURP� KWWS���ZZZ�GDLO\GRW�FRP�LUO�MHVVLFD�YDOHQWL�RQOLQH�
threats/.  

0DU\� /�� *UD\�� ³1HJRWLDWLQJ� LGHQWLWLHV�TXHHULQJ� GHVLUHV�� &RPLQJ� RXW� RQOLQH�
DQG� WKH� UHPHGLDWLRQ� RI� WKH� FRPLQJ�RXW� VWRU\´�� -RXUQDO� RI� &RPSXWHU�
0HGLDWHG� &RPPXQLFDWLRQ�� YRO�� ���� 1R�� �� �������� GRL���������M������
����������������[�
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0LOWRQ�0XHOOHU�� 1HWZRUNV� DQG� VWDWHV�� 7KH� JOREDO� SROLWLFV� RI� ,QWHUQHW� JRYHUQDQFH�
�%RVWRQ��0DVVDFKXVHWWV��7KH�0,7�3UHVV��������

2UJDQL]DWLRQ� IRU� (FRQRPLF� &RRSHUDWLRQ� DQG� 'HYHORSPHQW�� ³7KH� 2(&'� SULYDF\�
IUDPHZRUN´�� ������$YDLODEOH� IURP�http://www.oecd.org/Internet/ieconomy/
privacy-guidelines.htm.  

3DWULFN� 0DUNH\�� ³$OJHULD� EORFNV� )DFHERRN�� 7ZLWWHU� WR� VWRS� H[DP� FKHDWV�� 6WDWH�
PHGLD´�� 5HXWHUV�� ��� -XQH� ������ $YDLODEOH� IURP� http://www.reuters.com/
DUWLFOH�XV�DOJHULD�PHGLD�LG86.&1�=��-;.  

3DXO� 0�� 6FKZDUW]� DQG� 'DQLHO� -�� 6RORYH�� ³7KH� 3,,� SUREOHP�� 3ULYDF\� DQG� D� QHZ�
FRQFHSW�RI�SHUVRQDOO\� LGHQWL¿DEOH� LQIRUPDWLRQ´��1HZ�<RUN�8QLYHUVLW\�/DZ�
5HYLHZ��YRO�������������

3DXO�2KP�� ³%URNHQ� SURPLVHV� RI� SULYDF\��5HVSRQGLQJ� WR� WKH� VXUSULVLQJ� IDLOXUH� RI�
DQRQ\PL]DWLRQ´��8&/$�/DZ�5HYLHZ��YRO�������������

3HHU]DGD� $VKLT�� ³-DPPX� JRHV� RIÀLQH� DKHDG� RI� FRQWURYHUVLDO� ZUHVWOLQJ� HYHQW´��
+LQGX�� ��� -XQH� ������ $YDLODEOH� IURP� http://www.thehindu.com/news/
QDWLRQDO�RWKHU�VWDWHV�MDPPX�JRHV�RIÀLQH�DKHDG�RI�FRQWURYHUVLDO�ZUHVWOLQJ�
HYHQW�DUWLFOH�������.  

3HQHORSH� 6LPRQV�� ³,QWHUQDWLRQDO� ODZ¶V� LQYLVLEOH� KDQG� DQG� WKH� IXWXUH� RI� FRUSRUDWH�
DFFRXQWDELOLW\�IRU�YLRODWLRQV�RI�KXPDQ�ULJKWV´��-RXUQDO�RI�+XPDQ�5LJKWV�DQG�
WKH�(QYLURQPHQW��YRO�����1R�����0DUFK�������

3HWHU� 1HZHOO�� ³)URP� UHVSRQVLELOLW\� WR� FLWL]HQVKLS"�� &RUSRUDWH� DFFRXQWDELOLW\� IRU�
GHYHORSPHQW´��,'6�%XOOHWLQ��YRO������1R�����������

5DQNLQJ�'LJLWDO� 5LJKWV�� ³����� FRUSRUDWH� DFFRXQWDELOLW\� LQGH[´�� 1RYHPEHU� ������
Available from KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ�LQGH[�����DVVHWV�VWDWLF�
GRZQORDG�5'5LQGH[����UHSRUW�SGI.  

5DQNLQJ� 'LJLWDO� 5LJKWV�� ³����� ,QGLFDWRUV´�� ��� 6HSWHPEHU� ������ $YDLODEOH� IURP�
KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ������LQGLFDWRUV�.  

5DQNLQJ�'LJLWDO�5LJKWV��³'RZQORDG�WKH�'DWD´����1RYHPEHU�������$YDLODEOH�IURP�
KWWSV���UDQNLQJGLJLWDOULJKWV�RUJ�LQGH[�����GRZQORDG�.  

5HEHFFD�0DF.LQQRQ� DQG� RWKHUV�� )RVWHULQJ� IUHHGRP� RQOLQH�� 7KH� UROH� RI� ,QWHUQHW�
LQWHUPHGLDULHV��3DULV��)UDQFH��81(6&2��������

5HEHFFD� 0DF.LQQRQ�� &RQVHQW� RI� WKH� QHWZRUNHG�� 7KH� ZRUOG�ZLGH� VWUXJJOH� IRU�
,QWHUQHW�IUHHGRP��1HZ�<RUN�&LW\��1HZ�<RUN��%DVLF�%RRNV��������

5HEHFFD�0DF.LQQRQ��1DWKDOLH�0DUpFKDO�DQG�3UL\D�.XPDU��³&RUSRUDWH�DFFRXQWDELOLW\�
IRU�D� IUHH�DQG�RSHQ� ,QWHUQHW´��*OREDO�&RPPLVVLRQ�RQ� ,QWHUQHW�*RYHUQDQFH�
3DSHU� 6HULHV� �:DWHUORR�� &DQDGD�� &HQWUH� IRU� ,QWHUQDWLRQDO� *RYHUQDQFH�
,QQRYDWLRQ� DQG� &KDWKDP�+RXVH�� 'HFHPEHU� �������$YDLODEOH� IURP� https://
www.cigionline.org/publications/corporate-accountability-free-and-open-
internet. 
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5HQJLQHH�*��3LOOD\��³7KH�OLPLWV�WR�VHOI�UHJXODWLRQ�DQG�YROXQWDULVP��)URP�FRUSRUDWH�
VRFLDO� UHVSRQVLELOLW\� WR� FRUSRUDWH� DFFRXQWDELOLW\´��$PLFXV� &XULDH�� 1R�� ���
�$XWXPQ��������

5RQDOG� 'HLEHUW�� %ODFN� FRGH�� ,QVLGH� WKH� EDWWOH� IRU� F\EHUVSDFH� �7RURQWR�� &DQDGD��
0F&OHOODQG�	�6WHZDUW��������

6LPRQ�3DUNLQ��³3DNLVWDQ¶V�WUROO�SUREOHP´��1HZ�<RUNHU�����-XQH�������$YDLODEOH�IURP�
http://www.newyorker.com/tech/elements/pakistans-troll-problem.  

6KLIW�DQG�0D]DUV����������³81�*XLGLQJ�3ULQFLSOHV�UHSRUWLQJ�IUDPHZRUN´��$YDLODEOH�
from http://www.ungpreporting.org/.  

7HOLD�&RPSDQ\�� ³5HVSHFWLQJ� IUHHGRP�RI� H[SUHVVLRQ�� ,QIRUPDWLRQ� DERXW� DQG�7HOLD�
FRPSDQ\�YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�7DMLNLVWDQ´����-XQH�������$YDLODEOH�IURP�
KWWS���ZZZ�WHOLDFRPSDQ\�FRP�HQ�QHZVURRP�QHZV�QHZV�QHZV�DUWLFOHV������
UHVSHFWLQJ�IUHHGRP�RI�H[SUHVVLRQ��LQIRUPDWLRQ�DERXW�DQG�WHOLD�FRPSDQ\�
YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�WDMLNLVWDQ.

7HOLD� &RPSDQ\�� ³5HVSHFWLQJ� IUHHGRP� RI� H[SUHVVLRQ�� 5HFHQW� PDMRU� HYHQW� DV� WR�
VHUYLFH�OLPLWDWLRQV�LQ�.D]DNKVWDQ��-XQH�����´����-XO\�������$YDLODEOH�IURP�
KWWS���ZZZ�WHOLDFRPSDQ\�FRP�HQ�QHZVURRP�QHZV�QHZV�QHZV�DUWLFOHV������
5HVSHFWLQJ�)UHHGRP�RI�([SUHVVLRQ�5HFHQW�PDMRU�HYHQW�DV�WR�VHUYLFH�
limitations/.  

7HOLD� &RPSDQ\�� ³5HVSHFWLQJ� IUHHGRP� RI� H[SUHVVLRQ�� 7HOLD� FRPSDQ\� YLHZ� RQ�
QHZ� OHJLVODWLRQ� LQ� 0ROGRYD´�� ���$SULO� ������$YDLODEOH� IURP� http://www.
WHOLDFRPSDQ\�FRP�HQ�QHZVURRP�QHZV�QHZV�QHZV�DUWLFOHV������UHVSHFWLQJ�
IUHHGRP�RI�H[SUHVVLRQ��WHOLD�FRPSDQ\�YLHZ�RQ�QHZ�OHJLVODWLRQ�LQ�
moldova/.

7HOLD6RQHUD�´� +XPDQ� ULJKWV� LPSDFW� DVVHVVPHQWV�� )RFXV� RQ� UHJLRQ� (XUDVLD´�� ��
1RYHPEHU� ������ $YDLODEOH� IURP� http://annualreports.teliasonera.com/
HQ������VXVWDLQDELOLW\�ZRUN�KXPDQ�ULJKWV�LPSDFW��.  

8QLWHG� 1DWLRQV�� 2I¿FH� RI� WKH� +LJK� &RPPLVVLRQHU� RQ� +XPDQ� 5LJKWV�� *XLGLQJ�
3ULQFLSOHV� RQ� %XVLQHVV� DQG� +XPDQ� 5LJKWV�� ,PSOHPHQWLQJ� WKH� 8QLWHG�
1DWLRQV�³5HVSHFW��3URWHFW�DQG�5HPHG\´�IUDPHZRUN���*HQHYD��6ZLW]HUODQG��
������� $YDLODEOH� IURP� http://www.ohchr.org/Documents/Publications/
*XLGLQJ3ULQFLSOHV%XVLQHVV+5B(1�SGI.  

8QLWHG�6WDWHV��'HSDUWPHQW�RI�+HDOWK�DQG�+XPDQ�6HUYLFHV��³5HFRUGV��FRPSXWHUV�DQG�
WKH�ULJKWV�RI�FLWL]HQV����-XO\�������$YDLODEOH�IURP�https://aspe.hhs.gov/report/
UHFRUGV�FRPSXWHUV�DQG�ULJKWV�FLWL]HQV. 


